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Cl RCULAR NO. A-130
Revi sed
(Transm ttal Menorandum No. 3)

MEMORANDUM FOR HEADS OF EXECUTI VE DEPARTMENTS AND ESTABLI SHVENTS
SUBJECT: Managenent of Federal |nformation Resources

1. Purpose: This Crcular establishes policy for the nanagenent of Federa
i nformati on resources. Procedural and analytic guidelines for inmplenmenting
speci fic aspects of these policies are included as appendi ces.

2. Rescissions: This Circular rescinds OMB Circulars No. A-3, A- 71, A-90,
A-108, A-114, and A-121, and all Transnmittal Menpranda to those circul ars.

3. Authorities: This Circular is issued pursuant to the Paperwork
Reduction Act (PRA) of 1980, as anended by the Paperwork Reduction Act of 1995
(44 U.S.C. Chapter 35); the Privacy Act, as anmended (5 U.S.C. 552a); the Chief
Financial O ficers Act (31 U S.C. 3512 et seq.); the Federal Property and
Adm ni strative Services Act, as anmended (40 U.S.C. 759 and 487); the Conputer
Security Act (40 U S.C. 759 note); the Budget and Accounting Act, as amended
(31 U.S.C. Chapter 11); Executive Order No. 12046 of March 27, 1978; and
Executive Order No. 12472 of April 3, 1984.

4. Applicability and Scope:

a. The policies in this Circular apply to the information activities of
al | agencies of the executive branch of the Federal government.

b. Information classified for national security purposes should al so be
handl ed in accordance with the appropriate national security directives.
Nati onal security energency preparedness activities should be conducted in
accordance wi th Executive O der No. 12472.

5. Background: The Paperwork Reduction Act establishes a broad mandate for
agencies to performtheir information resources nmanagenent activities in an
efficient, effective, and economi cal manner. To assist agencies in an
i ntegrated approach to information resources nmanagenent, the Act requires that
the Director of OVMB devel op and i npl enent uni form and consistent information
resources nmanagenent policies; oversee the devel opnment and pronote the use of
i nformati on managenent principles, standards, and guidelines; eval uate agency
i nfornati on resources managenent practices in order to deternine their
adequacy and efficiency; and determnine conpliance of such practices with the
policies, principles, standards, and guidelines pronul gated by the Director

6. Definitions:

a. The term "agency" neans any executive departnent, mlitary departnent,
gover nment corporation, governnent controlled corporation, or other
establishnent in the executive branch of the Federal governnent, or any
i ndependent regul atory agency. Wthin the Executive Ofice of the President,
the termincludes only OMB and the O fice of Adm nistration

b. The term "audi ovi sual production" neans a unified presentation
devel oped according to a plan or script, containing visual imgery, sound or



both, and used to convey information.

c. The term"dissem nation" means the government initiated distribution of
infornmation to the public. Not considered dissenination within the neaning of
this Circular is distribution I[imted to government enpl oyees or agency
contractors or grantees, intra- or inter-agency use or sharing of governnent
i nformati on, and responses to requests for agency records under the Freedom of
Information Act (5 U S.C. 552) or Privacy Act.

d. The term"full costs," when applied to the expenses incurred in the
operation of an infornmation processing service organi zation (I1PSO, is
conprised of all direct, indirect, general, and administrative costs incurred
in the operation of an I PSO  These costs include, but are not linmted to
personnel, equi pnment, software, supplies, contracted services fromprivate
sector providers, space occupancy, intra-agency services fromw thin the
agency, inter-agency services fromother Federal agencies, other services that
are provided by State and | ocal governnents, and Judicial and Legislative
branch organi zati ons.

e. The term"governnent infornmation" neans information created, collected,
processed, disseni nated, or disposed of by or for the Federal Governnent.

f. The term "government publication" neans information which is published
as an individual docunent at governnent expense, or as required by law. (44
U.S.C 1901)

g. The term"information" means any communi cati on or representation of
know edge such as facts, data, or opinions in any nmediumor form including
textual, nunerical, graphic, cartographic, narrative, or audiovisual forns.

h. The term"infornmation dissenination product” neans any book, paper
map, nmachi ne-readabl e material, audiovisual production, or other docunmentary
materi al, regardl ess of physical formor characteristic, dissem nated by an
agency to the public.

i. The term"information life cycle" nmeans the stages through which
i nformati on passes, typically characterized as creation or collection
processi ng, dissem nation, use, storage, and disposition

j. The term"information nanagenent" neans the planni ng, budgeting,
mani pul ating, and controlling of information throughout its life cycle.

k. The term"information resources" includes both governnent infornmation
and i nformation technol ogy.

I. The term"infornmation processing services organi zation" (I1PSO neans a
di screte set of personnel, information technol ogy, and support equi pment wth
the primary function of providing services to nore than one agency on a
rei mbursabl e basis.

m The term"infornmation resources nanagenment” neans the process of
managi ng i nformation resources to acconplish agency missions. The term
enconpasses both information itself and the rel ated resources, such as
personnel, equi pment, funds, and information technol ogy.

n. The term"information systenf neans a discrete set of information
resources organi zed for the collection, processing, nmaintenance, transm ssion



and di ssem nation of information, in accordance with defined procedures,
whet her aut omat ed or nanual .

0. The term"information systemlife cycle" means the phases through which
an information system passes, typically characterized as initiation
devel opnent, operation, and term nation

p. The term"information technol ogy" means the hardware and software
operated by a Federal agency or by a contractor of a Federal agency or other
organi zation that processes infornation on behalf of the Federal government to
acconplish a Federal function, regardl ess of the technol ogy involved, whether
conput ers, tel econmuni cations, or others. It includes automatic data
processi ng equi prent as that termis defined in Section 111(a)(2) of the
Federal Property and Adm nistrative Services Act of 1949. For the purposes of
this Circular, autonatic data processing and tel ecomruni cati ons activities
related to certain critical national security mssions, as defined in 44
U S.C. 3502(2) and 10 U.S.C. 2315, are excl uded.

g. The term"mjor infornation system neans an information systemthat
requi res special managenent attention because of its inportance to an agency
m ssion; its high devel opnent, operating, or nmintenance costs; or its
significant role in the adm nistration of agency progranms, finances, property,
or other resources.

r. The term"records" neans all books, papers, maps, photographs,
machi ne-readabl e materials, or other docunentary naterials, regardl ess of
physical formor characteristics, nmade or received by an agency of the United
States Government under Federal law or in connection with the transaction of
public business and preserved or appropriate for preservation by that agency
or its legitinmate successor as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the
government or because of the informational value of the data in them Library
and nuseum material nade or acquired and preserved solely for reference or
exhi bi tion purposes, extra copies of docunents preserved only for convenience
of reference, and stocks of publications and of processed docunents are not
i ncluded. (44 U S.C 3301)

s. The term "records nmanagenment" means the planning, controlling,
directing, organizing, training, pronoting, and other nanagerial activities
i nvol ved with respect to records creation, records mai ntenance and use, and
records disposition in order to achi eve adequate and proper docunentation of
the policies and transactions of the Federal Governnent and effective and
econom cal managenent of agency operations. (44 U S.C 2901(2))

t. The term"service recipient" nmeans an agency organi zational unit,
programmatic entity, or chargeabl e account that receives infornation
processing services froman information processing service organi zation
(IPSO). A service recipient may be either internal or external to the
organi zation responsible for providing i nformati on resources services, but
normal |y does not report either to the nanager or director of the IPSO or to
the sane i medi ate supervi sor

7. Basic Considerations and Assunpti ons:
a. The Federal CGovernnent is the |largest single producer, collector

consuner, and disseninator of information in the United States. Because of
the extent of the governnent's information activities, and the dependence of



those activities upon public cooperation, the nmanagenment of Federa
i nformati on resources is an issue of continuing inportance to all Federa
agenci es, State and | ocal governnents, and the public.

b. Governnent information is a valuable national resource. |t provides
the public with know edge of the governnent, society, and econony -- past,
present, and future. It is a means to ensure the accountability of

government, to manage the governnment's operations, to maintain the healthy
performance of the econony, and is itself a comodity in the marketpl ace.

c. The free flow of infornmation between the governnent and the public is
essential to a denocratic society. It is also essential that the government
m nimze the Federal paperwork burden on the public, mininize the cost of its
infornation activities, and nmaxim ze the useful ness of governnent information.

d. In order to mninize the cost and naxin ze the useful ness of government
i nformati on, the expected public and private benefits derived from gover nment
i nformati on shoul d exceed the public and private costs of the information,
recogni zing that the benefits to be derived from governnent infornation may
not always be quantifi able.

e. The nation can benefit from governnent information dissemni nated both by
Federal agencies and by diverse nonfederal parties, including State and | oca
gover nment agenci es, educational and other not-for-profit institutions, and
for-profit organizations.

f. Because the public disclosure of governnent information is essential to
the operation of a denmocracy, the managenent of Federal information resources
shoul d protect the public's right of access to governnment information.

g. The individual's right to privacy nust be protected in Federa
Government information activities involving personal information.

h. Systematic attention to the nmanagenment of governnent records is an
essential conponent of sound public resources nanagenent which ensures public
accountability. Together with records preservation, it protects the
government's historical record and guards the | egal and financial rights of
t he governnment and the public.

i. Agency strategic planning can inprove the operation of governnent
prograns. The application of information resources should support an agency's
strategic plan to fulfill its mssion. The integration of IRMplanning with
agency strategic planning pronotes the appropriate application of Federa
i nformation resources.

j. Because State and | ocal governments are inportant producers of
government information for many areas such as health, social welfare, |abor
transportation, and education, the Federal Government mnust cooperate with
t hese governments in the managenent of infornmation resources.

k. The open and efficient exchange of scientific and technical governnent
i nformati on, subject to applicable national security controls and the
proprietary rights of others, fosters excellence in scientific research and
ef fective use of Federal research and devel oprment funds.

I. Information technology is not an end in itself. It is one set of
resources that can inprove the effectiveness and efficiency of Federal program



del i very.

m Federal Governnent information resources managenment policies and
activities can affect, and be affected by, the information policies and
activities of other nations.

n. Users of Federal information resources must have skills, know edge, and
training to manage i nformation resources, enabling the Federal governnent to
effectively serve the public through autonated neans.

0. The application of up-to-date infornmation technol ogy presents
opportunities to pronote fundanental changes in agency structures, work
processes, and ways of interacting with the public that inprove the
ef fecti veness and efficiency of Federal agencies.

p. The availability of government information in diverse nedia, including
electronic formats, permts agencies and the public greater flexibility in
using the information.

g. Federal nanagers with programdelivery responsibilities should
recogni ze the inportance of information resources nmanagenent to m ssion
per f or mance.

8. Policy:
a. Information Managenent Policy

(1) Information Managenent Pl anning. Agencies shall plan in an integrated
manner for managi ng i nformation throughout its life cycle. Agencies shall

(a) Consider, at each stage of the information life cycle, the effects of
deci si ons and actions on other stages of the life cycle, particularly those
concerning information di sseni nation

(b) Consider the effects of their actions on nenbers of the public and
ensure consultation with the public as appropriate;

(c) Consider the effects of their actions on State and | ocal governnents
and ensure consultation with those governnents as appropri ate;

(d) Seek to satisfy new information needs through interagency or
i ntergovernmental sharing of information, or through conmercial sources, where
appropriate, before creating or collecting new information;

(e) Integrate planning for information systens with plans for resource
al l ocation and use, including budgeting, acquisition, and use of information
t echnol ogy;

(f) Train personnel in skills appropriate to nanagenent of information;
(g) Protect governnent information comensurate with the risk and
magni t ude of harmthat could result fromthe |oss, msuse, or unauthorized

access to or nodification of such information;

(h) Use voluntary standards and Federal Information Processing Standards
where appropriate or required;



(i) Consider the effects of their actions on the privacy rights of
i ndi vidual s, and ensure that appropriate |legal and technical safeguards are
i mpl enent ed;

(j) Record, preserve, and nake accessible sufficient information to ensure
t he managenent and accountability of agency prograns, and to protect the |ega
and financial rights of the Federal Government;

(k) Incorporate records managenent and archival functions into the design
devel opnent, and i nplenentation of information systens;

(1) Provide for public access to records where required or appropriate.

(2) Information Collection. Agencies shall collect or create only that
i nfornati on necessary for the proper performance of agency functions and which
has practical utility.

(3) Electronic Information Collection. Agencies shall use electronic
col l ection techni ques where such techni ques reduce burden on the public,
i ncrease efficiency of government prograns, reduce costs to the governnent and
the public, and/or provide better service to the public. Conditions favorable
to electronic collection include:

(a) The information collection seeks a |large volune of data and/or
reaches a large proportion of the public;

(b) The information collection recurs frequently;

(c) The structure, format, and/or definition of the information sought by
the information collection does not change significantly over several years;

(d) The agency routinely converts the information collected to electronic
format;

(e) A substantial nunber of the affected public are known to have ready
access to the necessary information technology and to naintain the infornmation
in electronic form

(f) Conversion to electronic reporting, if nandatory, will not inpose
substantial costs or other adverse effects on the public, especially State and
| ocal governnents and snall business entities.

(4) Records Managenent. Agencies shall:

(a) Ensure that records managenent prograns provi de adequate and proper
docunent ati on of agency activities;

(b) Ensure the ability to access records regardl ess of formor medi um

(c) In atinely fashion, establish, and obtain the approval of the
Archivist of the United States for, retention schedul es for Federal records;
and

(d) Provide training and gui dance as appropriate to all agency officials
and enpl oyees and contractors regardi ng their Federal records nmanagenent
responsibilities.



(5) Providing Information to the Public. Agencies have a responsibility
to provide information to the public consistent with their nissions. Agencies
shal | discharge this responsibility by:

(a) Providing information, as required by |aw, describing agency
organi zation, activities, prograns, neetings, systens of records, and other
i nformati on hol di ngs, and how the public may gain access to agency information
r esour ces;

(b) Providing access to agency records under provisions of the Freedom of
Information Act and the Privacy Act, subject to the protections and
limtations provided for in these Acts;

(c) Providing such other infornation as is necessary or appropriate for
t he proper perfornmance of agency functions; and

(d) In deternining whether and how to dissenminate information to the
public, agencies shall:

(i) Dissenminate information in a nanner that achi eves the best bal ance
bet ween the goal s of maxim zing the useful ness of the information and
m nimzing the cost to the governnent and the public;

(ii) Dissenmnate infornmation dissem nation products on equitable and
tinmely terns;

(iii) Take advantage of all dissenination channels, Federal and
nonf ederal, including State and | ocal governnents, libraries and private
sector entities, in discharging agency information di ssem nation
responsi bilities;

(iv) Help the public I ocate governnent infornmation maintained by or for
t he agency.

(6) Infornation Dissem nation Managenent System Agencies shall nmintain
and i npl enent a managenent systemfor all information di ssem nation products
which shall, at a mininmum

(a) Assure that information dissem nation products are necessary for
proper perfornmance of agency functions (44 U S.C. 1108);

(b) Consider whether an information di ssen nation product avail able from
ot her Federal or nonfederal sources is equivalent to an agency information
di ssem nati on product and reasonably fulfills the dissenination
responsibilities of the agency;

(c) Establish and maintain inventories of all agency information
di ssem nati on products;

(d) Devel op such other aids to |locating agency information di ssenination
products including catal ogs and directories, as nmay reasonably achi eve agency
i nformati on di ssem nation objectives;

(e) ldentify in information dissenm nation products the source of the
infornmation, if from another agency;

(f) Ensure that menmbers of the public with disabilities whomthe agency



has a responsibility to i nform have a reasonable ability to access the
i nformati on di ssem nation products;

(g) Ensure that governnent publications are nade avail able to depository
libraries through the facilities of the Governnent Printing Ofice, as
required by law (44 U S.C. Part 19);

(h) Provide electronic information di ssem nation products to the
Governnment Printing Ofice for distribution to depository libraries;

(i) Establish and nmaintain comunications with menbers of the public and
with State and | ocal governments so that the agency creates infornmation
di ssem nati on products that neet their respective needs;

(j) Provide adequate notice when initiating, substantially nodifying, or
term nating significant information disseni nation products; and

(k) Ensure that, to the extent existing information dissemn nation policies
or practices are inconsistent with the requirenents of this Crcular, a pronpt
and orderly transition to conpliance with the requirenents of this Crcular is
nade.

(7) Avoiding Inproperly Restrictive Practices. Agencies shall:

(a) Avoid establishing, or pernitting others to establish on their behalf,
exclusive, restricted, or other distribution arrangenents that interfere with
the availability of information di ssem nation products on a tinely and
equi t abl e basi s;

(b) Avoid establishing restrictions or regulations, including the charging
of fees or royalties, on the reuse, resale, or redissenination of Federa
i nformati on di ssem nation products by the public; and,

(c) Set user charges for infornation dissem nation products at a | eve
sufficient to recover the cost of dissenination but no higher. They shal
exclude fromcal cul ati on of the charges costs associated with origina
coll ection and processing of the information. Exceptions to this policy are:

(i) Where statutory requirenents are at variance with the policy;

(ii) Were the agency collects, processes, and di sseninates the
information for the benefit of a specific identifiable group beyond the
benefit to the general public;

(iii) \Wiere the agency plans to establish user charges at |ess than
cost of dissenination because of a determ nation that higher charges woul d
constitute a significant barrier to properly perform ng the agency's
functions, including reaching nenbers of the public whomthe agency has a
responsibility to inforny or

(iv) Were the Director of OVMB determi nes an exception is warranted.

(8) El ectronic Information Di ssemnation. Agencies shall use electronic
medi a and formats, including public networks, as appropriate and within
budgetary constraints, in order to make governnent information nore easily
accessi ble and useful to the public. The use of electronic nmedia and formats
for information dissem nation is appropriate under the follow ng conditions:



(a) The agency devel ops and mmintains the information el ectronically;

(b) Electronic nmedia or formats are practical and cost effective ways to
provi de public access to a large, highly detailed volune of information;

(c) The agency dissen nates the product frequently;

(d) The agency knows a substantial portion of users have ready access to
the necessary infornmation technology and training to use electronic
i nformati on di ssem nation products;

(e) A change to electronic dissem nation, as the sole neans of
di ssem nating the product, will not inpose substantial acquisition or training
costs on users, especially State and | ocal governnments and snal| busi ness
entities.

(9) Safeguards. Agencies shall

(a) Ensure that information is protected comensurate with the risk and
magni t ude of the harmthat would result fromthe | oss, nisuse, or unauthorized
access to or nodification of such informtion;

(b) Limt the collection of information which identifies individuals to
that which is legally authorized and necessary for the proper performance of
agency functions;

(c) Limt the sharing of information that identifies individuals or
contains proprietary information to that which is legally authorized, and
i mpose appropriate conditions on use where a continuing obligation to ensure
the confidentiality of the information exists;

(d) Provide individuals, upon request, access to records about them
mai ntai ned in Privacy Act systens of records, and pernit themto anend such
records as are in error consistent with the provisions of the Privacy Act.

b. Informati on Systens and | nfornmation Technol ogy Managenent

(1) Eval uation and Performance Measurement. Agencies shall pronote the
appropriate application of Federal information resources as follows:

(a) Seek opportunities to inprove the effectiveness and efficiency of
gover nment prograns through work process redesign and the judicious
application of information technol ogy;

(b) Prepare, and update as necessary throughout the infornmation systemlife
cycle, a benefit-cost analysis for each information system

(i) at a level of detail appropriate to the size of the investnent;
(ii) consistent with the nethodol ogy described in OVMB Circul ar No. A-94,
"Qui del i nes and Di scount Rates for Benefit-Cost Analysis of Federa

Prograns; " and

(iii) that relies on systenatic neasures of m ssion performance,
i ncludi ng the:

(a) effectiveness of program delivery;



(b) efficiency of program adm nistration; and
(c) reduction in burden, including information collection
burden, inmposed on the public;

(c) Conduct benefit-cost anal yses to support ongoi ng managenent oversi ght
processes that naxinize return on investnent and mninize financial and
operational risk for investnents in major information systens on an agency-
wi de basis; and

(d) Conduct post-inplenmentation reviews of information systens to validate
estimated benefits and docunment effective nmanagement practices for broader
use.

(2) Strategic Infornmation Resources Management (I RM Planning. Agencies
shal | establish and naintain strategic information resources managenent
pl anni ng processes which include the foll ow ng conponents:

(a) Strategic |RM planning that addresses how t he managenment of information
resources pronotes the fulfillment of an agency's nission. This planning
process shoul d support the devel opnent and mai ntenance of a strategic | RM plan
that reflects and antici pates changes in the agency's mi ssion, policy
direction, technol ogical capabilities, or resource |evels;

(b) Information planning that pronotes the use of information throughout
its life cycle to naximze the usefulness of information, mnimze the burden
on the public, and preserve the appropriate integrity, availability, and
confidentiality of information. 1t shall specifically address the planning
and budgeting for the information collection burden inmposed on the public as
defined by 5 C.F. R 1320;

(c) Operational information technology planning that |inks information
technol ogy to antici pated program and mi ssion needs, reflects budget
constraints, and forns the basis for budget requests. This planning should
result in the preparation and mai nt enance of an up-to-date five-year plan, as
required by 44 U. S.C. 3506, which includes:

(i) alisting of existing and planned major information systens;

(ii) alisting of planned infornation technol ogy acqui sitions;

(iii) an explanation of how the listed najor information systens and
pl anned i nformati on technol ogy acquisitions relate to each ot her and
support the achi evenent of the agency's mission; and

iv) a summary of conputer security planning, as required by Section 6 of
the Conputer Security Act of 1987 (40 U.S.C. 759 note); and

(d) Coordination with other agency planning processes including strategic,
human resources, and financial resources.

(3) Information Systens Management Oversight. Agencies shall establish
i nformati on system managenment oversi ght mechani sns t hat:

(a) Ensure that each information system neets agency mi ssion requirenments;

(b) Provide for periodic review of information systens to deterni ne



(i) how m ssion requirenents m ght have changed,;

(ii) whether the information systemcontinues to fulfill ongoing and
antici pated nission requirenents; and

(iii) what level of maintenance is needed to ensure the information
system nmeets m ssion requirements cost effectively;

(c) Ensure that the official who adm nisters a program supported by an
i nfornati on systemis responsible and accountable for the managenent of that
i nformati on systemthroughout its life cycle;

(d) Provide for the appropriate training for users of Federal infornmation
resour ces;

(e) Prescribe Federal information systemrequirenments that do not unduly
restrict the prerogatives of State, local, and tribal governments;

(f) Ensure that major information systens proceed in a tinely fashion
towar ds agreed-upon nilestones in an information systemlife cycle, neet user
requi renents, and deliver intended benefits to the agency and affected publics
t hrough coordi nat ed deci si on nmaki ng about the information, human, financial
and ot her supporting resources; and

(g) Ensure that financial nanagenent systens conformto the requirenents of
OMB Circular No. A-127, "Financial Managenent Systens."

(4) Use of Information Resources. Agencies shall create and maintain
managenent and technical franmeworks for using information resources that
docunent |inkages between nission needs, infornmation content, and information
technol ogy capabilities. These franeworks should guide both strategic and
operational |IRM planning. They should al so address steps necessary to create
an open systenms environment. Agencies shall inplement the foll ow ng
principl es:

(a) Develop information systens in a manner that facilitates necessary
interoperability, application portability, and scalability of conmputerized
applications across networks of heterogeneous hardware, software, and
conmuni cati ons pl atforns;

(b) Ensure that inmprovenents to existing information systens and the
devel opnent of planned information systems do not unnecessarily duplicate
i nformati on systenms avail able within the same agency, from other agencies, or
fromthe private sector;

(c) Share available information systens with other agencies to the extent
practicable and | egally pernmi ssible;

(d) Meet information technol ogy needs through intra-agency and inter-agency
sharing, when it is cost effective, before acquiring new i nformation
t echnol ogy resources;

(e) For Information Processing Service Organizations (IPSGs) that have
costs in excess of $5 nmillion per year, agencies shall

(i) account for the full costs of operating all |PSGCs;



(ii) recover the costs incurred for providing | PSO services to al
service recipients on an equitable basis commensurate with the costs
required to provide those services; and

(iii) docunent sharing agreenents between service recipients and | PSGCs;
and

(f) Establish a level of security for all information systens that is
commensurate with the risk and magnitude of the harmresulting fromthe | oss,
m suse, or unauthorized access to or nodification of the information contained
in these information systens.

(5) Acquisition of Infornmation Technol ogy. Agencies shall:

(a) Acquire information technology in a manner that nakes use of full and
open conpetition and that maxim zes return on investnent;

(b) Acquire off-the-shelf software from conmmercial sources, unless the cost
ef fecti veness of devel oping custom software to neet mnission needs is clear and
has been docunent ed;

(c) Acquire information technology in accordance with OMB Circul ar No. A-
109, "Acquisition of Major Systens," where appropriate; and

(d) Acquire information technology in a manner that considers the need for
acconmodati ons of accessibility for individuals with disabilities to the
extent that needs for such access exist.

9. Assignnment of Responsibilities:
a. Al Federal Agencies. The head of each agency shall:
(1) Have primary responsibility for managi ng agency i nfornmation resources;

(2) Ensure that the infornation policies, principles, standards,
gui delines, rules, and regul ations prescribed by OVB are inpl enmented
appropriately within the agency;

(3) Develop internal agency information policies and procedures and
oversee, evaluate, and otherw se periodically review agency i nformation
resources nanagenent activities for conformty with the policies set forth in
this Crcular;

(4) Devel op agency policies and procedures that provide for tinely
acquisition of required information technol ogy;

(5) Miintain an inventory of the agencies' nmjor information systens,
hol di ngs and i nfornati on di ssem nation products, as required by 44 U S.C.
3511.

(6) Inplement and enforce applicable records management policies and
procedures, including requirements for archiving informati on maintained in
electronic format, particularly in the planning, design and operation of
i nfornmati on systens.

(7) ldentify to the Director, OVB, statutory, regulatory, and other



i mpedi nents to efficient managenent of Federal infornation resources and
recommend to the Director |egislation, policies, procedures, and other
gui dance to inprove such nanagenent;

(8) Assist OMB in the performance of its functions under the PRA incl uding
maki ng services, personnel, and facilities available to OVB for this purpose
to the extent practicable;

(9) Appoint a senior official, as required by 44 U.S.C. 3506(a), who shal
report directly to the agency head to carry out the responsibilities of the
agency under the PRA. The head of the agency shall keep the Director, OVB
advised as to the nane, title, authority, responsibilities, and organizationa
resources of the senior official. For purposes of this paragraph, mlitary
departnments and the O fice of the Secretary of Defense may each appoint one
of ficial

(10) Direct the senior official appointed pursuant to 44 U.S.C. 3506(a) to
noni t or agency conpliance with the policies, procedures, and guidance in this
Circular. Acting as an onbudsnan, the senior official shall consider alleged
i nstances of agency failure to conply with this Crcular and reconmend or take
corrective action as appropriate. The senior official shall report annually,
not later than February 1st of each year, to the Director those instances of
alleged failure to conply with this Crcular and their resolution

b. Departnent of State. The Secretary of State shall:

(1) Advise the Director, OVB, on the devel opment of United States
positions and policies on international information policy issues affecting
Federal Government infornation activities and ensure that such positions and
policies are consistent with Federal information resources managenent policy;

(2) Ensure, in consultation with the Secretary of Commerce, that the
United States is represented in the devel opment of international information
technol ogy standards, and advise the Director, OVB, of such activities.

c. Department of Conmerce. The Secretary of Commerce shall

(1) Develop and issue Federal Information Processing Standards and
gui del i nes necessary to ensure the efficient and effective acquisition
managenent, security, and use of information technol ogy;

(2) Advise the Director, OVB, on the devel opment of policies relating to
t he procurenent and managerment of Federal tel econmunications resources;

(3) Provide OVMB and the agencies with scientific and technical advisory
services relating to the devel opment and use of information technol ogy;

(4) Conduct studies and eval uati ons concerning tel econmuni cati ons
technol ogy, and concerning the inprovenment, expansion, testing, operation, and
use of Federal telecommunications systens and advise the Director, OVB, and
appropriate agencies of the recomendations that result from such studies;

(5) Develop, in consultation with the Secretary of State and the Director
of OWB, plans, policies, and prograns relating to internationa
tel econmuni cations issues affecting governnent information activities;

(6) ldentify needs for standardization of tel ecommuni cati ons and



i nformation processing technol ogy, and devel op standards, in consultation with
the Secretary of Defense and the Adninistrator of General Services, to ensure
efficient application of such technol ogy;

(7) Ensure that the Federal Government is represented in the devel oprment
of national and, in consultation with the Secretary of State, internationa
i nformati on technol ogy standards, and advise the Director, OVB, of such
activities.

d. Department of Defense. The Secretary of Defense shall develop, in
consultation with the Admi nistrator of General Services, uniform Federa
t el econmuni cati ons standards and guidelines to ensure national security,
ener gency preparedness, and continuity of government.

e. General Services Administration. The Adm nistrator of General Services
shal | :

(1) Advise the Director, OVB, and agency heads on matters affecting the
procurenent of information technol ogy;

(2) Coordinate and, when required, provide for the purchase, |ease, and
mai nt enance of information technol ogy required by Federal agencies;

(3) Develop criteria for tinely procurenent of information technol ogy and
del egate procurenent authority to agencies that conply with the criteria;

(4) Provide guidelines and regul ations for Federal agencies, as authorized
by law, on the acquisition, maintenance, and di sposition of infornmation
technol ogy, and for inplenentation of Federal I|nfornation Processing
St andar ds;

(5) Develop policies and guidelines that facilitate the sharing of
i nformati on technol ogy anmong agencies as required by this Crcul ar

(6) Manage the Informati on Technol ogy Fund in accordance with the Federa
Property and Adm nistrative Services Act as anended;

f. Ofice of Personnel Managenment. The Director, Ofice of Personne
Managenment, shall:

(1) Develop and conduct training prograns for Federal personnel on
i nformati on resources managenent includi ng end-user conputing;

(2) Evaluate periodically future personnel nanagenent and staffing
requi renents for Federal information resources nanagenent;

(3) Establish personnel security policies and devel op training prograns
for Federal personnel associated with the design, operation, or maintenance of
i nfornmati on systens.

g. National Archives and Records Administration. The Archivist of the
United States shall:

(1) Adm nister the Federal records nanagenent programin accordance with
the National Archives and Records Act;

(2) Assist the Director, OVB, in devel opi ng standards and gui del i nes



relating to the records nmanagenment program

h. Ofice of Managenent and Budget. The Director of the Ofice of
Managenment and Budget shall:

(1) Provide overall |eadership and coordi nati on of Federal infornation
resources nanagenent within the executive branch

(2) Serve as the President's principal adviser on procurenent and
managenent of Federal tel ecommunications systens, and devel op and establish
policies for procurenent and managenent of such systens;

(3) Issue policies, procedures, and guidelines to assist agencies in
achieving integrated, effective, and efficient information resources
managemnent ;

(4) Initiate and review proposals for changes in |legislation, regulations,
and agency procedures to inprove Federal information resources managenent;

(5) Review and approve or disapprove agency proposals for collection of
information fromthe public, as defined by 5 CFR 1320. 3;

(6) Develop and maintain a Governnmentwi de strategic plan for information
resources managenent.

(7) Evaluate agencies' information resources managenent and identify
cross-cutting information policy issues through the review of agency
i nformati on prograns, information collection budgets, information technol ogy
acquisition plans, fiscal budgets, and by other neans;

(8) Provide policy oversight for the Federal records nanagenment function
conducted by the National Archives and Records Adninistration, coordinate
records managenent policies and programs with other information activities,
and review conpliance by agencies with records management requirenents;

(9) Review agencies' policies, practices, and prograns pertaining to the
security, protection, sharing, and disclosure of infornation, in order to
ensure conpliance, with respect to privacy and security, with the Privacy Act,
the Freedom of Information Act, the Computer Security Act and rel ated
st at ut es;

(10) Resolve infornmation technol ogy procurenent disputes between agencies
and the General Services Adm nistration pursuant to Section 111 of the Federal
Property and Adm ni strative Services Act;

(11) Review proposed U. S. CGovernnent Position and Policy statenents on
i nternational issues affecting Federal Governnent information activities and
advise the Secretary of State as to their consistency with Federal information
resources nmanagenent policy.

(12) Coordi nate the devel opnent and review by the Office of Information
and Regul atory Affairs of policy associated with Federal procurenent and
acquisition of information technology with the Ofice of Federal Procurenent
Pol i cy.

10. Oversight:

a. The Director, OB, will use information technol ogy planni ng reviews,



fiscal budget reviews, information collection budget reviews, nmanagement

revi ews, and such other nmeasures as the Director deens necessary to eval uate
t he adequacy and efficiency of each agency's information resources management
and conpliance with this Crcular

b. The Director, OVB, nay, consistent with statute and upon witten
request of an agency, grant a waiver fromparticular requirenents of this
Circular. Requests for waivers must detail the reasons why a particul ar
wai ver is sought, identify the duration of the waiver sought, and include a
plan for the pronpt and orderly transition to full conpliance with the
requirenents of this Circular. Notice of each waiver request shall be
published pronptly by the agency in the Federal Register, with a copy of the
wai ver request made available to the public on request.

11. Effectiveness: This Circular is effective upon issuance. Nothing in
this Circular shall be construed to confer a private right of action on any
person.

12. Inquiries: Al questions or inquiries should be addressed to the
Ofice of Informati on and Regul atory Affairs, Ofice of Managenent and Budget,
Washi ngton, D.C. 20503. Tel ephone: (202) 395-3785.

13. Sunset Review Date: OVB will reviewthis Circular three years fromthe
date of issuance to ascertain its effectiveness.



Appendix | to OMB Circular No. A-130 - Federal Agency Responsibilities for
Mai nt ai ni ng Records About I ndividuals

1. Purpose and Scope.

Thi s Appendi x descri bes agency responsibilities for inplenenting the reporting
and publication requirenments of the Privacy Act of 1974, 5 U.S.C. 552a, as
anended (hereinafter "the Act"). It applies to all agencies subject to the
Act. Note that this Appendi x does not rescind other guidance OMB has issued
to help agencies interpret the Privacy Act's provisions, e.g., Privacy Act

CGui del i nes (40 FR 28949-28978, July 9, 1975), or Final CGuidance for Conducting
Mat chi ng Programs (54 FR at 25819, June 19, 1989).

2. Definitions.

a. The terms "agency," "individual," "nmaintain," pnatching programbp
"record," "systemof records," and "routine use," as used in this Appendi X,
are defined in the Act (5 U. S. C 552a(a)).

b. Matching Agency. GCenerally, the Recipient Federal agency (or the Federa
source agency in a match conducted by a nonfederal agency) is the matching
agency and is responsible for neeting the reporting and publication

requi renents associated with the matching program However, in large, multi-
agency natching prograns, where the recipient agency is nerely performng the
mat ches and the benefit accrues to the source agencies, the partners should
assign responsibility for conpliance with the adm nistrative requirenents in a
fair and reasonable way. This may nean havi ng the matchi ng agency carry out
these requirements for all parties, having one participant designated to do
so, or having each source agency do so for its own natching progran(s).

c. Nonfederal Agency. Nonfederal agencies are State or |ocal governnental
agenci es receiving or providing records in a matching programw th a Federa
agency.

d. Recipient Agency. Recipient agencies are Federal agencies or their
contractors receiving automated records fromthe Privacy Act systens of
records of other Federal agencies, or fromState or [ocal governments, to be
used in a matching programas defined in the Act.

e. Source Agency. A source agency is a Federal agency that discloses
autonated records froma system of records to another Federal agency or to a
State or |ocal agency to be used in a matching program It is also a State or
| ocal agency that discloses records to a Federal agency for use in a matching
program

3. Assignnment of Responsibilities.

a. Al Federal Agencies. |In addition to neeting the agency requirenments
contained in the Act and the specific reporting and publication requirenents
detailed in this Appendi x, the head of each agency shall ensure that the
followi ng reviews are conducted as often as specified bel ow, and be prepared
to report to the Director, OVB, the results of such reviews and the corrective
action taken to resolve problens uncovered. The head of each agency shall:

(1) Section (m Contracts. Review every two years a random sanpl e of agency
contracts that provide for the maintenance of a systemof records on behal f of
t he agency to acconplish an agency function, in order to ensure that the



wor di ng of each contract nmakes the provisions of the Act binding on the
contractor and his or her enployees. (See 5 U.S.C. 552a(m (1))

(2) Recordkeeping Practices. Review biennially agency recordkeepi ng and
di sposal policies and practices in order to assure conpliance with the Act,
payi ng particular attention to the mai ntenance of autonmated records.

(3) Routine Use Disclosures. Review every four years the routine use

di scl osures associated with each system of records in order to ensure that the
reci pient's use of such records continues to be conpatible with the purpose
for which the disclosing agency collected the information.

(4) Exenption of Systens of Records. Review every four years each system of
records for which the agency has pronul gated exenption rules pursuant to
Section (j) or (k) of the Act in order to determ ne whether such exenption is
still needed.

(5) Matching Prograns. Review annually each ongoi ng nmatching programin

whi ch the agency has participated during the year in order to ensure that the
requi renents of the Act, the OVB gui dance, and any agency regul ati ons,
operating instructions, or guidelines have been net.

(6) Privacy Act Training. Review biennially agency training practices in
order to ensure that all agency personnel are familiar with the requirenents
of the Act, with the agency's inplenenting regulation, and with any speci al
requi renents of their specific jobs.

(7) Violations. Review biennially the actions of agency personnel that have
resulted either in the agency being found civilly liable under Section (g) of
the Act, or an enployee being found crimnally l|iable under the provisions of
Section (i) of the Act, in order to deternine the extent of the problem and
to find the nost effective way to prevent recurrence of the problem

(8) Systens of Records Notices. Review biennially each system of records
notice to ensure that it accurately describes the systemof records. Were

m nor changes are needed, e.g., the name of the system nanager, ensure that an
anended notice is published in the Federal Register. Agencies may choose to
make one annual conprehensive publication consolidating such minor changes.
This requirement is distinguished fromand in addition to the requirenent to
report to OMB and Congress significant changes to systens of records and to
publish those changes in the Federal Register (See paragraph 4c of this

Appendi x) .

b. Departnent of Comerce. The Secretary of Commerce shall, consistent with
gui del ines issued by the Director, OVB, devel op and i ssue standards and

gui del i nes for ensuring the security of information protected by the Act in
aut omat ed i nformati on systens.

c. The Departnent of Defense, General Services Administration, and Nationa
Aeronautics and Space Admi nistration. These agencies shall, consistent with
gui del i nes issued by the Director, OVB, ensure that instructions are issued on
what agencies must do in order to conply with the requirenents of Section (m
of the Act when contracting for the operation of a systemof records to
acconpl i sh an agency purpose.

d. Ofice of Personnel Managenent. The Director of the Ofice of Personne
Managenent shall, consistent with guidelines issued by the Director, OVB



(1) Devel op and maintain government-w de standards and procedures for
civilian personnel information processing and recordkeeping directives to
assure confornmance with the Act.

(2) Develop and conduct Privacy Act training prograns for agency personnel

i ncludi ng both the conduct of courses in various substantive areas (e.qg.

adm ni strative, information technol ogy) and the devel opment of materials that
agenci es can use in their own courses. The assignnment of this responsibility
to OPM does not affect the responsibility of individual agency heads for

devel opi ng and conducting training prograns tailored to the specific needs of
t heir own personnel

e. National Archives and Records Administration. The Archivist of the United
States through the Office of the Federal Register, shall, consistent with
gui del i nes issued by the Director, OVB

(1) Issue instructions on the format of the agency notices and rules required
to be published under the Act.

(2) Conpile and publish every two years, the rules promul gated under 5
U S.C. 552a(f) and agency notices published under 5 U S.C. 552a(e)(4) in a
formavailable to the public at |ow cost.

(3) Issue procedures governing the transfer of records to Federal Records
Centers for storage, processing, and servicing pursuant to 44 U. S. C. 3103.

For purposes of the Act, such records are considered to be maintained by the
agency that deposited them The Archivist may di scl ose deposited records only
according to the access rules established by the agency that deposited them

f. Ofice of Managenent and Budget. The Director of the Ofice of Managenent
and Budget will:

(1) Issue guidelines and directives to the agencies to inplenment the Act.

(2) Assist the agencies, at their request, in inplenenting their Privacy
Act prograns.

(3) Review new and altered system of records and matchi ng programreports
submitted pursuant to Section (o) of the Act.

(4) Conpile the biennial report of the President to Congress in accordance
with Section (s) of the Act.

(5) Conpile and issue a biennial report on the agencies' inplenmentation of
t he conputer matching provisions of the Privacy Act, pursuant to Section
(u)(6) of the Act.



4. Reporting Requirenments. The Privacy Act requires agencies to nake the
foll owi ng ki nds of reports:

| Report | When Due | Recipient**
| ------------------------------- o B S,
-------- |
| Bi enni al Privacy Act | June 30, 1996, 1998, 2000, 2002 |
Admi ni strator, |
| Report | | ORA
| ------------------------------- o B S,
-------- |
| Bi enni al Matching Activity | June 30, 1996, 1998, 2000, 2002 |
Admi ni strator, |
| Report | | ORA
| ------------------------------- o B S,
-------- |
| New System of Records | When establishing a system of |
Admi ni strator, |
| Report | records - at |east 40 days before | O RA

|
| | operating the systent | Congress |
I L T oo - oo oo E -
-------- |
| Al tered System of Records | When adding a new routine use, |
Admi ni strator, |
| Report | exenption, or otherw se | O RA

|

| significantly altering an existing | Congress |

|
| | systemof records - at |east 40 days | |
| | before change to systemtakes place* | |

| ------------------------------- o B S,
-------- |
| New Mat chi ng Program | When establishing a new matching |
Admi ni strator, |
| Report | program - at |least 40 days before | ORA,
|
| | operating the progrant | Congress |
I L T oo - oo oo E -

| Renewal of Existing Matching | At |east 40 days prior to |

Admi ni strator, |

| Program | expiration of any one year | O RA

| | extension of the original program| Congress |
| | - treat as a new program

| ------------------------------- o B S,
-------- |

| Al tered Matching Program | When making a significant change |

Admi ni strator, |

| | to an existing matching program- | O RA, |

| | at least 40 days before operating | Congress |
| | an altered progrant | |

I L T oo - oo oo E -
-------- |

| Mat chi ng Agreenents | At least 40 days prior to the | Congress |

| | start of a matching progrant | |



* Review Period: Note that the statutory reporting requirenment is 30 days
prior; the additional ten days will ensure that OVB and Congress have
sufficient tinme to review the proposal. Agencies should therefore ensure that
reports are mailed expeditiously after being signed.

** Reci pi ent Addresses: At bottom of envel ope print "PRIVACY ACT REPORT"

House of Representatives:
The Chair of the House Committee on CGovernment Reform and Oversight, 2157
RHOB, Washington, D.C. 20515-6143.

Senat e:

The Chair of the Senate Conmittee on Governmental Affairs, 340 SDOB,

Washi ngton, D.C. 20510-6250.

O fice of Managenment and Budget:

The Administrator of the Ofice of Infornation and Regul atory Affairs, Ofice
of Managenent and Budget, ATTN. Docket Library, NEOB Room 10012, Washi ngton,
D. C. 20503.

a. Biennial Privacy Act Report. To provide the necessary information for
the biennial report of the President, agencies shall subnit a biennial report
to OMB, covering their Privacy Act activities for the cal endar years covered
by the reporting period. The exact fornat of the report will be established
by OVMB. At a mininum however, agencies should collect and be prepared to
report the follow ng data on a cal endar year basis:

(1) Alisting of publication activity during the year show ng the
fol | owi ng:

Total Nunber of Systens of Records (Exenpt/NonExenpt)

Nurmber of New Systens of Records Added (Exenpt/NonExenpt)
Nunber Routine Uses Added

Nurmber Exenptions Added to Existing Systemns

Nurmber Exenptions Del eted from Exi sting Systens

Total Number of Automated Systens of Records (Exenpt/NonExenpt)

E o T

The agency should provide a brief narrative describing those activities in
detail, e.g., "the Departnent added a (k)(1) exenption to an existing system
of records entitled "lInvestigative Records of the Ofice of Investigations;"
or "the agency added a new routine use to a system of records entitled
"Enpl oyee Heal th Records" that would permt disclosure of health data to
researchers under contract to the agency to perform workplace risk anal ysis."
(2) A brief description of any public conments received on agency
publication and inplenentation activities, and agency response.

(3) Nunber of access and anendnent requests fromrecord subjects citing
the Privacy Act that were received during the cal endar year of the report.
Al so the disposition of requests fromany year that were conpleted during the
cal endar year of the report:

*  Total Nunber of Access Requests
Nunber Granted in Wole
Nunmber Granted in Part



Nurmber Whol Iy Deni ed

Nunmber For Wi ch No Record Found

*  Total Amendnent Requests

Nunber Granted in Wole

Nunber Granted in Part

Nurmber Whol Iy Deni ed

*  Number of Appeals of Denials of Access
Nunmber Granted in \Wole

Nunber Granted in Part

Nurmber Whol Iy Deni ed

Nunmber For Which No Record Found

*  Number of Appeals of Denials of Amendnent
Nunmber Granted in Wole

Nunber Granted in Part

Nurmber Whol Iy Deni ed

(4) Nunber of instances in which individuals brought suit under section
(g) of the Privacy Act against the agency and the results of any such
litigation that resulted in a change to agency practices or affected gui dance
i ssued by OWB.

(5) Results of the reviews undertaken in response to paragraph 3a of
this Appendi x.

(6) Description of agency Privacy Act training activities conducted in
accordance with paragraph 3a(6) of this Appendi x.

b. Biennial Mtching Activity Report (See 5 U.S.C. 552a(u)(3)(D)). At the
end of each cal endar year, the Data Integrity Board of each agency that has
participated in a natching programw |l collect data sunmarizing that year's
mat ching activity. The Act requires that such activity be reported every two
years. OMB will establish the exact format of the report, but agencies' Data
Integrity Boards should be prepared to report the data identified bel ow both
to the agency head and to QOVB:

(1) A listing of the nanmes and positions of the nenbers of the Data
Integrity Board and showi ng separately the nane of the Board Secretary, his or
her agency mmiling address, and tel ephone nunber. Al so show and expl ain any
changes in menbership or structure occurring during the reporting year.

(2) Alisting of each matching program by title and purpose, in which
t he agency participated during the reporting year. This listing should show
nanes of participant agencies, give a brief description of the program and
give a page citation and the date of the Federal Register notice describing
t he program

(3) For each matching program an indication of whether the
cost/benefit analysis perfornmed resulted in a favorable ratio. The Data
Integrity Board should explain why the agency proceeded w th any matchi ng
program for which an unfavorable rati o was reached.

(4) For each program for which the Board waived a cost/benefit
anal ysis, the reasons for the waiver and the results of the match, if
t abul at ed.

(5) A description of any natching agreenent the Board rejected and an
expl anation of the rejection.



(6) Alisting of any violations of matching agreenments that have been
all eged or identified, and a discussion of any action taken

(7) A discussion of any litigation involving the agency's participation
i n any matchi ng program

(8) For any litigation based on allegations of inaccurate records, an
expl anation of the steps the agency used to ensure the integrity of its data
as well as the verification process it used in the matching program i ncluding
an assessnent of the adequacy of each

c. New and Altered System of Records Report. The Act requires agencies to
publish notices in the Federal Register describing new or altered systens of
records, and to subnmit reports to OVB, and to the Chair of the Conmittee on
CGovernment Reform and Oversi ght of the House of Representatives, and the Chair
of the Conmittee on Governnmental Affairs of the Senate. The reports nust be
transmitted at |east 40 days prior to the operation of the new system of
records or the date on which the alteration to an existing systemtakes place.

(1) Which Alterations Require a Report. M nor changes to systens of
records need not be reported. For exanple, a change in the designation of the
system manager due to a reorgani zation would not require a report, so long as
an individual's ability to gain access to his or her records is not affected.
O her exanpl es include changi ng applicable safeguards as a result of a risk
anal ysis or deleting a routine use when there is no | onger a need for the
di scl osure. The followi ng changes are those for which a report is required:

(a) A significant increase in the nunber, type, or
cat egory
of individuals about whomrecords are nai ntai ned. For exanple, a system
covering physicians that has been expanded to include other types of health
care providers, e.g., nurses, technicians, etc., would require a report.
Increases attributable to nornal growth should not be reported.

(b) A change that expands the types or categories of
i nformati on mai ntai ned. For exanple, a benefit system which originally
i ncluded only earned incone information that has been expanded to include
unear ned i ncone information.

(c) A change that alters the purpose for which the
information is used.

(d) A change to equi pment configuration (either hardware
or
software) that creates substantially greater access to the records in the
system of records. For exanple, locating interactive terminals at regiona
of fices for accessing a systemfornmerly accessible only at the headquarters
woul d require a report.

(e) The addition of an exenption pursuant to Section (j)
or
(k) of the Act. Note that, in examining a rulemaking for a Privacy Act
exenption as part of a report of a new or altered systemof records, OVB w ||
al so review the rul e under applicable regulatory revi ew procedures and
agenci es need not nmake a separate subm ssion for that purpose.



(f) The addition of a routine use pursuant to 5 U S.C
552a(b) (3).

(2) Reporting Changes to Multiple Systens of Records. Wen an agency
makes a change to an infornation technology installation or a
t el econmuni cati on network, or nmakes any other general changes in information
col l ection, processing, dissemnation, or storage that affect multiple systens
of records, it may subnmit a single, consolidated report, with changes to
exi sting notices and supporting docunentation included in the subm ssion

(3) Contents of the New or Altered System Report. The report for a new
or altered systemhas three elements: a transnittal letter, a narrative
statement, and supporting docunentation

(a) Transnmittal Letter. The transmittal letter should be
signed by the senior agency official responsible for inplenentation of the Act
wi thin the agency and should contain the nanme and tel ephone number of the
i ndi vi dual who can best answer questions about the systemof records. The
| etter should contain the agency's assurance that the proposed system does not
duplicate any existing agency or government-w de systens of records. The
letter sent to OMB nmay al so include a request for waiver of the tinme period
for the review The agency should indicate why it cannot neet the
est abl i shed review period and the consequences of not obtaining the waiver.
(See paragraph 4e below.) There is no prescribed format for the letter

(b) Narrative Statenent. There is also no prescribed
format for the narrative statenent, but it should be brief. It should make
reference, as appropriate, to information in the supporting docunentation
rather than restating such information. The statenent shoul d:

1. Describe the purpose for which the agency is
est abl i shing the system of records.

2. ldentify the authority under which the system of
records is nmmintained. The agency should avoid citing housekeepi ng statutes,
but rather cite the underlying programmatic authority for collecting,
mai nt ai ni ng, and using the information. Wen the systemis being operated to
support an agency housekeeping program e.g., a carpool locator, the agency
may, however, cite a general housekeeping statute that authorizes the agency
head to keep such records as necessary.

3. Provide the agency's evaluation of the probable
or
potential effect of the proposal on the privacy of individuals.

4. Provide a brief description of the steps taken
by
the agency to nminimze the risk of unauthorized access to the system of
records. A nore detailed assessnent of the risks and specific adm nistrative,
techni cal, procedural, and physical safeguards established shall be made
avai |l abl e to OVB upon request.

5. Explain how each proposed routine use satisfies
the conpatibility requirenment of subsection (a)(7) of the Act. For altered
systens, this requirenent pertains only to any newy proposed routine use.



6. Provide OVB Control Nunbers, expiration dates,
and
titles of any information collection requests (e.g., forms, surveys, etc.)
contained in the systemof records and approved by OVB under the Paperwork
Reduction Act. If the request for OVB clearance of an information
collection is pending, the agency nmay sinply state the title of the collection
and the date it was submitted for OMB cl earance

(c) Supporting Docunentation. Attach the following to al
new or altered systemof records reports

1. A copy of the new or altered system of records
notice consistent with the provisions of 5 U S.C. 552a(e)(4). The notice
nmust appear in the format prescribed by the Ofice of the Federal Registerps
Docunent Drafting Handbook. For proposed altered systens the agency should
supply a copy of the original systemof records notice to ensure that
revi ewers can understand the changes proposed. |If the sole change to an
exi sting systemof records is to add a routine use, the agency should either
republish the entire system of records notice, a condensed description of the
system of records, or a citation to the last full text Federal Register
publicati on.

2. A copy in Federal Register format of any new
exenption rules or changes to published rules (consistent with the provisions
of 5 U S. C 552a(f),(j), or (k)) that the agency proposes to issue for the new
or altered system

(4 OWB Review OWB will reviewreports under 5 U.S. C. 552a(r) and
provide conments if appropriate. Agencies may assume that OVB concurs in the
Privacy Act aspects of their proposal if OVB has not conmmented wi thin 40 days
fromthe date the transnmittal letter was signed. Agencies should ensure that
letters are transmtted expeditiously after they are signed.

(5) Timng of Systens of Records Reports. Agencies nay publish system
of records and routine use notices as well as proposed exenption rules in the
Federal Register at the sane tine that they send the new or altered system
report to OMB and Congress. The period for OVB and congressional review and
the notice and comment period for routine uses and exenptions will then run
concurrently. Note that exenptions nmust be published as final rules before
they are effective.

d. New or Altered Matching Program Report. The Act requires agencies to
publish notices in the Federal Register describing new or altered matching
prograns, and to subnmit reports to OVB, and to Congress. The report nust be
received at |east 40 days prior to the initiation of any natching activity
carried out under a new or substantially altered matching program For
renewal s of continuing programs, the report nust be dated at |east 40 days
prior to the expiration of any existing matchi ng agreenent.

(1) Wen to Report Altered Matching Programs. Agencies need not report
m nor changes to matching prograns. The term "m nor change to a matching
progranm means a change that does not significantly alter the terns of the
agreenment under which the programis being carried out. Exanples of
si gni ficant changes i ncl ude:

(a) Changing the purpose for which the program was
est abl i shed.



(b) Changing the matching popul ation, either by including
new cat egori es of record subjects or by greatly increasing the nunbers of
records matched.

(c) Changing the legal authority covering the matching
program

(d) Changing the source or recipient agencies involved in
t he mat chi ng program

(2) Contents of New or Altered Matching Program Report. The report for
a new or altered matching program has three elenments: a transmittal letter, a
narrative statenent, and supporting docunentation that includes a copy of the
proposed Federal Register notice.

(a) Transnmittal Letter. The transmittal letter should be
signed by the senior agency official responsible for inplenentation of the
Privacy Act within the agency and should contain the nane and tel ephone nunber
of the individual who can best answer questions about the matching program
The letter should state that a copy of the matching agreenment has been
distributed to Congress as the Act requires. The letter to OVMB nay al so
i nclude a request for waiver of the reviewtinme period. (See 4e bel ow.)

(b) Narrative Statenent. There is no prescribed fornmat
for
the narrative statenent, but it should be brief. It should make reference, as
appropriate, to information in the supporting docunentation rather than
restating such information. The statenment shoul d provide:

1. A description of the purpose of the matching
program and the authority under which it is being carried out.

2. A description of the security safeguards used to
protect agai nst any unauthorized access or disclosure of records used in the
mat ch.

3. If the cost/benefit analysis required by Section
(u)(4) (A indicated an unfavorable ratio or was wai ved pursuant to OVB
gui dance, an explanation of the basis on which the agency justifies conducting
t he mat ch.

(c) Supporting Docunmentation. Attach the follow ng:

1. A copy of the Federal Register notice describing
the matching program The notice nust appear in the format prescribed by the
O fice of the Federal Registerps Document Drafting Handbook. (See 5b (3).)

2. For the Congressional report only, a copy of the
mat chi ng agr eement .

(3) OB Review. OWB will reviewreports under 5 U.S. C. 552a(r) and
provide conments if appropriate. Agencies may assume that OVB concurs in the
Privacy Act aspects of their proposal if OVB has not conmmented wi thin 40 days
fromthe date the transnmittal letter was signed.

(4) Timing of Matching Program Reports. Agencies should ensure that



letters are transmtted expeditiously after they are signed. Agenci es nay
publ i sh matching program notices in the Federal Register at the sanme tinme that
they send the matching programreport to OVMB and Congress. The period for OVB
and congressional review and the notice and conment period will then run
concurrently.

e. Expedited Review. The Director, OVB, may grant a waiver of the 40-day
review period for either systems of records or matching programreviews. The
agency nust ask for the waiver in the transmttal letter and denonstrate
conpel ling reasons. Wen a waiver is granted, the agency is not thereby
relieved of any other requirement of the Act. If no waiver is granted,
agenci es may presume concurrence at the expiration of the 40 day revi ew period
if OVMB has not commented by that tinme. Note that OVB cannot waive tinme
peri ods specifically established by the Act such as the 30 days notice and
conment period required for the adoption of a routine use proposal pursuant to
Section (b)(3) of the Act.

5. Publication Requirenments. The Privacy Act requires agencies to publish
notices or rules in the Federal Register in the follow ng circunstances: when
adopting a new or altered system of records, when adopting a routine use, when
adopting an exenption for a system of records, or when proposing to carry out
a new or altered nmatching program (See paragraph 4c(1) and 4d(1l) above on
what constitutes an alteration requiring a report to OVB and the Congress.)

a. Publishing New or Altered Systens of Records Notices and Exenption
Rul es.

(1) Who Publishes. The agency responsible for operating the system of
records makes the necessary publication. Publication should be carried out at
t he departnental or agency |level. Even where a systemof records is to be
operated exclusively by a conponent, the departnent rather than the conponent
shoul d publish the notice. Thus, for exanple, the Departnment of the Treasury
woul d publish a system of records notice covering a system operated
exclusively by the Internal Revenue Service. Note that if the agency is
proposing to exenpt the system under Section (j) or (k) of the Act, it nust
publish a rule in addition to the system of records noti ce.

(a) Government-w de Systens of Records. Certain agencies
publish systens of records containing records for which they have governnent -
wi de responsibilities. The records may be |l ocated in other agencies, but they
are being used under the authority of and in confornance with the rules
mandat ed by the publishing agency. The O fice of Personnel Managenent, for
exanpl e, has published a nunber of governnent-w de systens of records relating
to the operation of the governnent's personnel program Agenci es should not
publish systens of records that wholly or partly duplicate existing
gover nment - wi de systens of records

(b) Section (m Contract Provisions. Wen an agency
provi des by contract for the operation of a systemof records, it should
ensure that a systemof records notice describing the system has been
published. It should also reviewthe notice to ensure that it contains a
routi ne use under Section (e)(4)(D) of the Act permitting disclosure to the
contractor and his or her personnel.

(2) Wen to Publish

(a) System Notice. The systemof records notice rmnust



appear in the Federal Register before the agency begins to operate the system
e.g., collect and use the information.

(b) Routine Use. A routine use nust be published in the
Federal Register 30 days before the agency di scloses records pursuant to its
terns. (Note that the addition of a routine use to an existing system of
records requires a report to OVB and Congress, and that the review period for
this report is 40 days.)

(c) Exemption Rule. A rule exenpting a system of records
under (j) or (k) or the Act nust be established through informal rul emaking
pursuant to the Administrative Procedure Act. This process generally requires
publication of a proposed rule, a period during which the public nay comrent,
publication of a final rule, and the adoption of the final rule. Agencies nay
not withhold records under an exenption until these requirenents have been
met .

(3) Format. Agencies should follow the publication format contained in
the Ofice of the Federal Register's Docunent Drafting Handbook which may be
obtained fromthe Government Printing Ofice.

b. Publishing Matching Notices.

(1) Who Publishes. Generally, the recipient Federal agency (or the
Federal source agency in a match conducted by a nonfederal agency) is
responsi ble for publishing in the Federal Register a notice describing the new
or altered matching program However, in large, nmulti-agency matching
progranms, where the recipient agency is nmerely performnmng the matches, and the
benefit accrues to the source agencies, the partners should assign
responsibility for conpliance with the adm nistrative requirenents in a fair
and reasonable way. This nmay nean having the natching agency carry out these
requirenents for all parties, having one participant designated to do so, or
havi ng each source agency do so for its own natching progran(s).

(2) Timng. Publication nust occur at |east 30 days prior to the
initiation of any natching activity carried out under a new or substantially
altered matching program For renewal s of prograns agencies wi sh to continue
past the 30 nonth period of initial eligibility (i.e., the initial 18 nopnths
plus a one year extension), publication nust occur at |east 30 days prior to
the expiration of the existing matching agreenent. (But note that a report to
OVB and the Congress is also required with a 40 day revi ew period).

(3) Format. The matching notice shall be in the format prescribed by

the Ofice of the Federal Register's Docunent Drafting Handbook and contain
the follow ng information:

(a) The name of the Recipient Agency.

(b) The Nane(s) of the Source Agencies.

(c) The begi nning and endi ng dates of the match.

(d) A brief description of the matching program including
its purpose; the legal authorities authorizing its operation; categories of

i ndi vidual s involved; and identification of records used, including nane(s) of
Privacy Act Systens of records.



(e) The identification, address, and tel ephone nunber of a
Reci pi ent Agency official who will answer public inquiries about the program



Appendix Il to OMB Circular No. A-130 - Cost Accounting, Cost Recovery, and
I nteragency Sharing of Information Technology Facilities [ The gui dance
fornmerly found in Appendix Il has been revised and placed in Section 8b. See,

Transmittal No. 2, 59 FR 37906. Appendix Il has been deleted and is reserved
for future topics.]



Appendix Il to OMB Circular No. A-130 - Security of Federal Automated
I nf or mati on Resources

A. Requirenents.
1. Purpose

Thi s Appendi x establishes a mininumset of controls to be included in Federal
automated i nformati on security prograns; assigns Federal agency
responsibilities for the security of automated infornation; and |inks agency
aut omated i nformati on security prograns and agency nanagenent control systens
establ i shed in accordance with OVB Circular No. A-123. The Appendi x revises
procedures fornmerly contained in Appendix Il to OMB Circular No. A 130 (50 FR
52730; December 24, 1985), and incorporates requirenents of the Computer
Security Act of 1987 (P.L. 100-235) and responsibilities assigned in
appl i cabl e national security directives.

2. Definitions
The term

a. "adequate security" means security comensurate with the risk and
magni t ude of the harmresulting fromthe | oss, nisuse, or unauthorized
access to or nodification of information. This includes assuring that
systens and applications used by the agency operate effectively and provide
appropriate confidentiality, integrity, and availability, through the use
of cost-effective managenment, personnel, operational, and technica
controls.

b. "application" means the use of infornation resources (information and
i nformati on technology) to satisfy a specific set of user requirenents.

c. "general support systeni or "system nmeans an interconnected set of

i nfornati on resources under the sane direct nanagenent control which shares
common functionality. A systemnornally includes hardware, software,

i nformati on, data, applications, comunications, and people. A system can
be, for exanple, a local area network (LAN) including smart term nals that
supports a branch office, an agency-w de backbone, a communications
network, a departmental data processing center including its operating
systemand utilities, a tactical radio network, or a shared information
processi ng service organi zation (IPSO).

d. "nmajor application" means an application that requires special attention
to security due to the risk and nagnitude of the harmresulting fromthe

| oss, misuse, or unauthorized access to or nodification of the information
in the application. Note: Al Federal applications require some |evel of
protection. Certain applications, because of the information in them
however, require special managenent oversight and should be treated as

maj or. Adequate security for other applications should be provided by
security of the systens in which they operate.

3. Automated Information Security Programs. Agencies shall inplenent and

mai ntain a programto assure that adequate security is provided for all agency
i nfornmati on col |l ected, processed, transnmitted, stored, or dissennated in
general support systens and major applications.



Each agency's program shall inplement policies, standards and procedures which
are consistent with governnment-w de policies, standards, and procedures issued
by the Ofice of Managenent and Budget, the Departnent of Conmerce, the
CGeneral Services Adm nistration and the O fice of Personnel Managenment (OPM .
Different or nore stringent requirenments for securing national security

i nfornmati on shoul d be incorporated into agency prograns as required by
appropriate national security directives. At a mnimm agency prograns shal

i nclude the following controls in their general support systems and mgj or
applications:

a. Controls for general support systens.

1) Assign Responsibility for Security. Assign responsibility for
security in each systemto an individual know edgeable in the

i nfornati on technology used in the systemand in providing security for
such technol ogy.

2) System Security Plan. Plan for adequate security of each genera
support system as part of the organization's information resources
managenent (I RM planning process. The security plan shall be

consi stent with gui dance issued by the National Institute of Standards
and Technol ogy (NI ST). |Independent advice and conment on the security
pl an shall be solicited prior to the plan's inplenentation. A sunmary
of the security plans shall be incorporated into the strategic |RM plan
requi red by the Paperwork Reduction Act (44 U.S.C. Chapter 35) and
Section 8(b) of this circular. Security plans shall include:

a) Rules of the System Establish a set of rules of
behavi or concerning use of, security in, and the acceptable
I evel of risk for, the system The rules shall be based on
the needs of the various users of the system The security
required by the rules shall be only as stringent as
necessary to provi de adequate security for information in
the system Such rules shall clearly delineate

responsi bilities and expected behavior of all individuals
with access to the system They shall also include
appropriate limts on interconnections to other systems and
shal | define service provision and restoration priorities.
Finally, they shall be clear about the consequences of
behavi or not consistent with the rules.

b) Training. Ensure that all individuals are appropriately
trained in howto fulfill their security responsibilities
before allowi ng them access to the system Such training
shal | assure that enployees are versed in the rules of the
system be consistent with guidance issued by NI ST and OPM
and apprise them about avail abl e assi stance and technica
security products and techni ques. Behavior consistent with
the rules of the system and periodic refresher training
shal | be required for continued access to the system

c) Personnel Controls. Screen individuals who are

aut hori zed to bypass significant technical and operationa
security controls of the system conmmensurate with the risk
and nagni tude of harmthey could cause. Such screening
shal | occur prior to an individual being authorized to
bypass controls and periodically thereafter.



d) Incident Response Capability. Ensure that there is a
capability to provide help to users when a security

i nci dent

system

occurs in the systemand to share infornmati on concerni ng
conmon vul nerabilities and threats. This capability shal
share information with other organi zations, consistent with
NI ST coordi nati on, and shoul d assist the agency in pursuing
appropriate legal action, consistent with Departnent of
Justi ce gui dance.

e) Continuity of Support. Establish and periodically test
the capability to continue providing service within a

based upon the needs and priorities of the participants of
the system

f) Technical Security. Ensure that cost-effective security
products and techniques are appropriately used within the
system

g) System Interconnection. Obtain witten nanagenent
aut hori zati on, based upon the acceptance of risk to the
system prior to connecting with other systens. Were
connection is authorized, controls shall be established
which are consistent with the rules of the systemand in
accordance with gui dance from NI ST

3) Review of Security Controls. Review the security controls in each
system when significant nodifications are nade to the system but at

| east every three years. The scope and frequency of the review shoul d
be conmensurate with the acceptable |level of risk for the system
Dependi ng on the potential risk and magnitude of harmthat could occur
consider identifying a deficiency pursuant to OMB Circular No. A-123,
"Managenent Accountability and Control" and the Federal Managers
Financial Integrity Act (FMFIA), if there is no assignment of security
responsibility, no security plan, or no authorization to process for a
system

4) Authorize Processing. Ensure that a nanagenment official authorizes
in witing the use of each general support system based on

i mpl enentation of its security plan before beginning or significantly
changi ng processing in the system Use of the system shall be re-

aut horized at |east every three years.

Controls for Major Applications.

1) Assign Responsibility for Security. Assign responsibility for
security of each najor application to a nmanagenent offi ci al

know edgeabl e in the nature of the information and process supported by
the application and in the nanagenent, personnel, operational, and
technical controls used to protect it. This official shall assure that
ef fective security products and techniques are appropriately used in the
application and shall be contacted when a security incident occurs
concerni ng the application.

2) Application Security Plan. Plan for the adequate security of each



maj or application, taking into account the security of all systems in
which the application will operate. The plan shall be consistent with
gui dance issued by NI ST. Advice and comrent on the plan shall be
solicited fromthe official responsible for security in the primry
systemin which the application will operate prior to the plan's

i mpl enentation. A sunmary of the security plans shall be incorporated
into the strategic |IRMplan required by the Paperwork Reduction Act.
Application security plans shall include:

a) Application Rules. Establish a set of rules concerning
use of and behavior within the application. The rules

shal |
be as stringent as necessary to provide adequate security
for the application and the information in it. Such rules
shall clearly delineate responsibilities and expected
behavior of all individuals with access to the application
In addition, the rules shall be clear about the
consequences

of behavi or not consistent with the rules.

b) Specialized Training. Before allow ng individuals
access to the application, ensure that all individuals
recei ve specialized training focused on their
responsibilities and the application rules. This nmay be in
addition to the training required for access to a system
Such training may vary froma notification at the tinme of
access (e.g., for menbers of the public using an

i nformati on

as

retrieval application) to formal training (e.g., for an
enpl oyee that works with a high-risk application).

c) Personnel Security. [Incorporate controls such as
separation of duties, least privilege and individua
accountability into the application and application rules

appropriate. In cases where such controls cannot

adequatel y

from

protect the application or information in it, screen

i ndi vidual s commensurate with the risk and magni tude of the
harm t hey coul d cause. Such screening shall be done prior
to the individuals' being authorized to access the
application and periodically thereafter

d) Contingency Planning. Establish and periodically test
the capability to performthe agency function supported by
the application in the event of failure of its automated
support.

e) Technical Controls. Ensure that appropriate security
controls are specified, designed into, tested, and accepted
in the application in accordance with appropriate guidance
i ssued by NI ST.

f) Information Sharing. Ensure that information shared

the application is protected appropriately, conparable to
the protection provided when information is within the



4. Assi

application.

g) Public Access Controls. Were an agency's application
pronotes or permts public access, additional security
controls shall be added to protect the integrity of the
application and the confidence the public has in the
application. Such controls shall include segregating

i nformati on made directly accessible to the public from
of ficial agency records.

3) Review of Application Controls. Perform an independent review or
audit of the security controls in each application at |east every three
years. Consider identifying a deficiency pursuant to OVB Circul ar No.
A-123, "Managenent Accountability and Control" and the Federal Managers'
Financial Integrity Act if there is no assignnent of responsibility for
security, no security plan, or no authorization to process for the
application.

4) Authorize Processing. Ensure that a nanagenment official authorizes
in witing use of the application by confirmng that its security plan
as inplenented adequately secures the application. Results of the nost
recent review or audit of controls shall be a factor in managenent

aut hori zations. The application nust be authorized prior to operating
and re-authorized at |least every three years thereafter. Managenent
aut hori zation inplies accepting the risk of each system used by the
application.

gnnent of Responsibilities
Department of Conmerce. The Secretary of Commerce shall:

1) Devel op and issue appropriate standards and gui dance for the security
of sensitive information in Federal conputer systens.

2) Review and update guidelines for training in conputer security
awar eness and accepted conputer security practice, with assistance from
OPM

3) Provide agencies guidance for security planning to assist in their
devel opnent of application and system security plans.

4) Provide gui dance and assi stance, as appropriate, to agencies
concerning cost-effective controls when interconnecting with other
systens.

5) Coordi nate agency incident response activities to pronote sharing of
i nci dent response information and related vulnerabilities.

6) Evaluate new infornmation technol ogies to assess their security

vul nerabilities, with technical assistance fromthe Departnent of

Def ense, and appri se Federal agencies of such vulnerabilities as soon as
t hey are known.

Department of Defense. The Secretary of Defense shall

1) Provide appropriate technical advice and assistance (including work
products) to the Departnent of Conmerce.



2) Assist the Departnent of Commerce in evaluating the vulnerabilities
of energing information technol ogi es.

c. Departnent of Justice. The Attorney Ceneral shall

1) Provide appropriate guidance to agencies on |egal renedies regarding
security incidents and ways to report and work with | aw enforcenent
concerni ng such incidents.

2) Pursue appropriate |egal actions when security incidents occur

d. General Services Admnistration. The Adm nistrator of General Services
shal | :

1) Provide gui dance to agencies on addressing security considerations
when acquiring automated data processing equi pment (as defined in
section 111(a)(2) of the Federal Property and Adninistrative Services
Act of 1949, as anended).

2) Facilitate the devel opnent of contract vehicles for agencies to use
in the acquisition of cost-effective security products and services
(e.g., back-up services).

3) Provide appropriate security services to neet the needs of Federa
agencies to the extent that such services are cost-effective.

e. Ofice of Personnel Management. The Director of the Ofice of Personne
Managenment shall :

1) Assure that its regulations concerning conputer security training for
Federal civilian enployees are effective.

2) Assist the Departnent of Commerce in updating and maintaining
guidelines for training in computer security awareness and accepted
conputer security practice

f. Security Policy Board. The Security Policy Board shall coordinate the
activities of the Federal governnent regarding the security of information
technol ogy that processes classified information in accordance with
appl i cabl e national security directives;

5. Correction of Deficiencies and Reports

a. Correction of Deficiencies. Agencies shall correct deficiencies which
are identified through the reviews of security for systens and maj or
applications described above.

b. Reports on Deficiencies. 1In accordance with OVMB Circular No. A-123,
"Managenent Accountability and Control", if a deficiency in controls is
judged by the agency head to be nmaterial when wei ghed agai nst other agency
deficiencies, it shall be included in the annual FMFI A report. Less

signi ficant deficiencies shall be reported and progress on corrective
actions tracked at the appropriate agency |evel

c. Sunmaries of Security Plans. Agencies shall include a summary of their
system security plans and major application plans in the strategic plan



requi red by the Paperwork Reduction Act (44 U.S.C. 3506).
B. Descriptive Information.

The followi ng descriptive |anguage is explanatory. It is included to assist
i n understandi ng the requirenents of the Appendi x.

The Appendi x re-orients the Federal conmputer security programto better
respond to a rapidly changi ng technol ogical environment. |t establishes
government -wi de responsibilities for Federal conputer security and requires
Federal agencies to adopt a mninumset of managenment controls. These
managenment controls are directed at individual information technology users in
order to reflect the distributed nature of today's technol ogy.

For security to be nost effective, the controls nust be part of day-to-day
operations. This is best acconplished by planning for security not as a
separate activity, but as an integral part of overall planning.

"Adequat e security" is defined as "security conmensurate with the risk and
magni t ude of harmresulting fromthe | oss, msuse, or unauthorized access to
or nodi fication of information." This definition explicitly enphasizes the
ri sk-based policy for cost-effective security established by the Conputer
Security Act.

The Appendi x no |onger requires the preparation of formal risk analyses. In
t he past, substantial resources have been expended doi ng conpl ex anal yses of
specific risks to systens, with limted tangible benefit in terns of inproved
security for the systens. Rather than continue to try to precisely nmeasure
risk, security efforts are better served by generally assessing risks and
taking actions to manage them \Wile fornmal risk anal yses need not be
perforned, the need to determ ne adequate security will require that a risk-
based approach be used. This risk assessnent approach should include a
consi deration of the major factors in risk managenent: the value of the
system or application, threats, vulnerabilities, and the effectiveness of
current or proposed saf eguards. Addi tional guidance on effective risk
assessnment is available in "An Introduction to Conputer Security: The N ST
Handbook" (March 16, 1995).

Di scussi on of the Appendi x's Major Provisions. The follow ng discussion is
provided to aid reviewers in understanding the changes in enphasis in the
Appendi X.

Automat ed I nformation Security Prograns. Agencies are required to establish
controls to assure adequate security for all information processed,
transmtted, or stored in Federal automated infornmation systens. This
Appendi x enphasi zes nmanagenent controls affecting individual users of

i nformati on technol ogy. Technical and operational controls support managemnent
controls. To be effective, all must interrelate. For exanple, authentication
of individual users is an inportant nmanagenment control, for which password
protection is a technical control. However, password protection will only be
effective if both a strong technology is enployed, and it is managed to assure
that it is used correctly.

Four controls are set forth: assigning responsibility for security, security
pl anni ng, periodic review of security controls, and nanagenent authorization

The Appendi x requires that these nmanagenent controls be applied in two areas

of managenent responsibility: one for general support systems and one for



maj or applications.

The terms "general support systeni and "nmjor application" were used in OVB
Bul l etins Nos. 88-16 and 90-08. A general support systemis "an

i nterconnected set of information resources under the sane direct nmanagemnent
control which shares common functionality." Such a systemcan be, for

exanpl e, a local area network (LAN) including smart terminals that supports a
branch office, an agency-w de backbone, a conmunications network, a
departnmental data processing center including its operating system and
utilities, a tactical radio network, or a shared information processing
service organi zation. Nornmally, the purpose of a general support systemis to
provi de processing or communications support.

A major application is a use of information and infornation technology to
satisfy a specific set of user requirenents that requires special managenent
attention to security due to the risk and nmagnitude of harmresulting fromthe
| oss, misuse or unauthorized access to or nodification of the information in
the application. Al applications require sone |evel of security, and
adequate security for nost of them should be provided by security of the
general support systens in which they operate. However, certain
applications, because of the nature of the information in them require
speci al managenent oversight and should be treated as major. Agencies are
expected to exercise managenent judgerment in determ ning which of their
applications are nmjor.

The focus of OVB Bulletins Nos. 88-16 and 90-08 was on identifying and
securing both general support systens and applications which contained
sensitive information. The Appendi x requires the establishnent of security
controls in all general support systens, under the presunption that al
contain sonme sensitive infornmation, and focuses extra security controls on a
limted nunber of particularly high-risk or najor applications.

a. Ceneral Support Systems. The following controls are required in al
general support systens:

1) Assign Responsibility for Security. For each system an individua
shoul d be a focal point for assuring there is adequate security within the
system including ways to prevent, detect, and recover from security

probl ens. That responsibility should be assigned in witing to an

i ndividual trained in the technol ogy used in the systemand in providing
security for such technol ogy, including the managenent of security controls
such as user identification and authentication

2) Security Plan. The Conputer Security Act requires that security plans
be devel oped for all Federal conputer systems that contain sensitive
informati on. G ven the expansion of distributed processing since passage
of the Act, the presunption in the Appendix is that all general support
systems contain some sensitive information which requires protection to
assure its integrity, availability, or confidentiality, and therefore al
systens require security plans.

Previ ous gui dance on security planning was contained in OVB Bulletin No.
90-08. This Appendi x supersedes OVB Bulletin 90-08 and expands the
coverage of security plans fromBulletin 90-08 to include rul es of

i ndi vi dual behavior as well as technical security. Consistent with OB
Bul l etin 90-08, the Appendix directs NI ST to update and expand security

pl anni ng gui dance and issue it as a Federal Information Processing Standard



(FIPS). In the interim agencies should continue to use the Appendi x of
OVB Bulletin No. 90-08 as guidance for the technical portion of their
security plans.

The Appendi x continues the requirenent that independent advice and conment
on the security plan for each system be sought. The intent of this
requirenent is to inprove the plans, foster comuni cati on between managers
of different systenms, and pronote the sharing of security expertise.

Thi s Appendi x al so continues the requirenent fromthe Conputer Security Act
that sunmaries of security plans be included in agency strategic

i nformati on resources managenent plans. OMB will provide additiona

gui dance about the contents of those strategic plans, pursuant to the

Paper wor k Reduction Act of 1995.

The follow ng specific security controls should be included in the security
pl an for a general support system

a) Rules. An inportant new requirenent for security plans is the
establishment of a set of rules of behavior for individual users of each
general support system These rules should clearly delineate
responsibilities of and expectations for all individuals with access to
the system They should be consistent with system specific policy as
described in "An Introduction to Conputer Security: The N ST Handbook"
(March 16, 1995). |In addition, they should state the consequences of
non-conpliance. The rules should be in witing and will formthe basis
for security awareness and training.

The devel opnent of rules for a systemnust take into consideration the
needs of all parties who use the system Rules should be as stringent
as necessary to provide adequate security. Therefore, the acceptable
| evel of risk for the system must be established and should formthe
basis for determ ning the rules.

Rul es shoul d cover such matters as work at hone, dial-in access,
connection to the Internet, use of copyrighted works, unofficial use of
gover nment equi prent, the assignment and limtation of system
privileges, and individual accountability. Oten rules should reflect
technical security controls in the system For exanple, rules regarding
password use should be consistent with technical password features in
the system Rules nay be enforced through adm nistrative sanctions
specifically related to the system (e.g. |oss of systemprivileges) or
t hrough nmore general sanctions as are inposed for violating other rules
of conduct. In addition, the rules should specifically address
restoration of service as a concern of all users of the system

b) Training. The Conputer Security Act requires Federal agencies to
provide for the mandatory periodic training in conputer security

awar eness and accepted conputer security practice of all enployees who
are involved with the nmanagenent, use or operation of a Federal computer
systemwi thin or under the supervision of the Federal agency. This

i ncludes contractors as well as enpl oyees of the agency. Access
provided to nmenbers of the public should be constrained by controls in

t he applications through which access is allowed, and training should be
within the context of those controls. The Appendi x enforces such
mandatory training by requiring its conpletion prior to granting access
to the system Each new user of a general support systemin sone sense



introduces a risk to all other users. Therefore, each user should be
versed in acceptable behavior -- the rules of the system-- before being
allowed to use the system Training should also informthe individua
how to get help in the event of difficulty with using or security of the
system

Trai ning should be tailored to what a user needs to know to use the
system securely, given the nature of that use. Training may be
presented in stages, for exanple as nore access is granted. |n sone
cases, the training should be in the formof classroominstruction. In
ot her cases, interactive conputer sessions or well-witten and
under st andabl e brochures may be sufficient, depending on the risk and
magni t ude of harm

Over tine, attention to security tends to dissipate. In addition
changes to a system nay necessitate a change in the rules or user
procedures. Therefore, individuals should periodically have refresher
training to assure that they continue to understand and abi de by the
appl i cabl e rul es.

To assi st agencies, the Appendix requires NIST, with assistance fromthe
O fice of Personnel Management (OPM), to update its existing guidance.

It al so proposes that OPM assure that its rules for conputer security
training for Federal civilian enployees are effective.

c) Personnel Controls. It has |ong been recogni zed that the greatest
harm has come from aut hori zed i ndi vi dual s engaged i n inproper
activities, whether intentional or accidental. In every general support

system a nunber of technical, operational, and managenent controls are
used to prevent and detect harm Such controls include individua
accountability, "least privilege," and separation of duties.

I ndi vi dual accountability consists of hol ding sonmeone responsible for
his or her actions. 1In a general support system accountability is
normal Iy acconplished by identifying and authenticating users of the
system and subsequently tracing actions on the systemto the user who
initiated them This may be done, for example, by |ooking for patterns
of behavi or by users.

Least privilege is the practice of restricting a user's access (to data
files, to processing capability, or to peripherals) or type of access
(read, wite, execute, delete) to the m ni mum necessary to performhis
or her job.

Separation of duties is the practice of dividing the steps in a critica
function anong different individuals. For exanple, one system
programer can create a critical piece of operating system code, while
anot her authorizes its inplenentation. Such a control keeps a single

i ndi vidual from subverting a critical process.

Neverthel ess, in sone instances, individuals nay be given the ability to
bypass some significant technical and operational controls in order to
perform system adm ni strati on and mai ntenance functions (e.g., LAN

adm ni strators or systens programers). Screening such individuals in
positions of trust will supplenment technical, operational, and
managenent controls, particularly where the risk and nmagni tude of harm

i s high.



d) Incident Response Capability. Security incidents, whether caused by
vi ruses, hackers, or software bugs, are becomnmi ng nore conmon. \When
faced with a security incident, an agency should be able to respond in a
manner that both protects its own infornation and hel ps to protect the

i nfornmati on of others who night be affected by the incident. To address
this concern, agencies should establish formal incident response

mechani sms.  Awar eness and training for individuals with access to the
system shoul d i ncl ude how to use the systeni s incident response
capability.

To be fully effective, incident handling nmust also include sharing

i nformati on concerning common vul nerabilities and threats with those in
ot her systems and ot her agencies. The Appendi x directs agencies to

ef fectuate such sharing, and tasks NI ST to coordinate those agency
activities governnent-w de.

The Appendi x al so directs the Departnment of Justice to provide
appropriate guidance on pursuing |egal renedies in the case of serious
i nci dents.

e) Continuity of Support. Inevitably, there will be service
interruptions. Agency plans should assure that there is an ability to
recover and provide service sufficient to neet the mnimal needs of
users of the system Manual procedures are generally NOT a viable back-
up option. When automated support is not available, nmany functions of
the organi zation will effectively cease. Therefore, it is inportant to
take cost-effective steps to nmanage any di sruption of service.

Deci sions on the |l evel of service needed at any particular tine and on
priorities in service restoration should be nade in consultation with
the users of the system and incorporated in the systemrules.

Experi ence has shown that recovery plans that are periodically tested
are substantially nore viable than those that are not. Mbreover
untested plans may actually create a fal se sense of security.

f) Technical Security. Agencies should assure that each system
appropriately uses effective security products and techniques,

consistent with standards and gui dance from NIST. Oten such techni ques
will correspond with systemrul es of behavior, such as in the proper use
of password protection

The Appendi x directs NIST to continue to i ssue conmputer security

gui dance to assist agencies in planning for and using technical security
products and techniques. Until such guidance is issued, however, the

pl anni ng gui dance included in OVB Bulletin 90-08 can assist in

determ ning techniques for effective security in a systemand in
addressing technical controls in the security plan

g) System I nterconnection. In order for a community to effectively
manage risk, it nmust control access to and from other systens. The
degree of such control should be established in the rules of the system
and all participants should be made aware of any linmtations on outside
access. Technical controls to acconplish this should be put in place in
accordance with gui dance issued by N ST.

There are varying degrees of how connected a systemis. For exanple,



sone systens will choose to isolate thenselves, others will restrict
access such as allowing only e-mail connections or renote access only
wi th sophisticated authentication, and others will be fully open. The
managenent deci sion to interconnect should be based on the availability
and use of technical and non-techni cal safeguards and consistent with
the acceptable level of risk defined in the systemrules.

3) Review of Security Controls. The security of a systemwi |l degrade over
tinme, as the technol ogy evol ves and as peopl e and procedures change.

Revi ews shoul d assure that managenent, operational, personnel, and
technical controls are functioning effectively. Security controls may be
revi ewed by an independent audit or a self review The type and rigor of
review or audit should be comensurate with the acceptable level of risk
that is established in the rules for the systemand the |ikelihood of

| earni ng useful information to inprove security. Technical tools such as
virus scanners, vulnerability assessnent products (which | ook for known
security problenms, configuration errors, and the installation of the |atest
pat ches), and penetration testing can assist in the on-going review of
different facets of systens. However, these tools are no substitute for a
formal nmanagenment review at | east every three years. |ndeed, for sone

hi gh-risk systens with rapidly changing technol ogy, three years will be too
| ong.

Dependi ng upon the risk and magni tude of harmthat could result, weaknesses
identified during the review of security controls should be reported as
deficiencies in accordance with OvB Circular No. A-123, "Managemnent
Accountability and Control" and the Federal Managers' Financial Integrity
Act. In particular, if a basic managenent control such as assignnent of
responsibility, a workable security plan, or nmanagenent authorization are

m ssing, then consideration should be given to identifying a deficiency.

4) Aut horize Processing. The authorization of a systemto process

i nformati on, granted by a nmanagenment official, provides an inportant
quality control (some agencies refer to this authorization as
accreditation). By authorizing processing in a system a manager accepts
the risk associated with it. Authorization is not a decision that should
be made by the security staff.

Both the security official and the authorizing nanagenent official have
security responsibilities. 1In general, the security official is closer to
t he day-to-day operation of the systemand will direct or perform security
tasks. The authorizing official will normally have general responsibility
for the organi zati on supported by the system

Managenment aut horization shoul d be based on an assessnment of nmnagenent,
operational, and technical controls. Since the security plan establishes
the security controls, it should formthe basis for the authorization

suppl enented by nore specific studies as needed. In addition, the periodic
review of controls should also contribute to future authorizations. Sone
agenci es perform"certification reviews" of their systens periodically.
These fornmal technical evaluations |ead to a nanagenent accreditation, or
"aut horization to process."” Such certifications (such as those using the
nmet hodol ogy in FIPS Pub 102 "Guideline for Conmputer Security Certification
and Accreditation") can provide useful infornmation to assist nanagenent in
aut horizing a system particularly when conbined with a review of the broad
behavi oral controls envisioned in the security plan required by the

Appendi X.



Re- aut hori zati on should occur prior to a significant change in processing,
but at |east every three years. It should be done nore often where there
is a high risk and potential nagnitude of harm

b. Controls in Major Applications. Certain applications require special
managenment attention due to the risk and nmagni tude of harmthat could occur
For such applications, the controls of the support system(s) in which they
operate are likely to be insufficient. Therefore, additional controls
specific to the application are required. Since the function of applications
is the direct manipulation and use of information, controls for securing
applications should enphasi ze protection of information and the way it is
mani pul at ed.

1) Assign Responsibility for Security. By definition, major applications
are high risk and require special nmanagenment attention. Major applications
usual Iy support a single agency function and often are supported by nore

t han one general support system It is inmportant, therefore, that an

i ndi vi dual be assigned responsibility in witing to assure that the
particul ar application has adequate security. To be effective, this

i ndi vi dual shoul d be know edgeable in the informati on and process supported
by the application and in the managenent, personnel, operational, and
technical controls used to protect the application

2) Application Security Plans. Security for each major application should
be addressed by a security plan specific to the application. The plan
shoul d i nclude controls specific to protecting information and shoul d be
devel oped fromthe application manager's perspective. To assist in
assuring its viability, the plan should be provided to the nanager of the
primary support system which the application uses for advice and conmment.
This recogni zes the critical dependence of the security of nmjor
applications on the underlying support systems they use. Summaries of
application security plans should be included in strategic infornmation
resource managenent plans in accordance with this Crcul ar

a) Application Rules. Rules of behavior should be established which
delineate the responsibilities and expected behavior of all individuals
with access to the application. The rules should state the consequences
of inconsistent behavior. Oten the rules will be associated with
technical controls inplenented in the application. Such rules should

i nclude, for exanple, linmtations on changi ng data, searchi ng databases,
or divulging information.

b) Specialized Training. Training is required for all individuals given
access to the application, including menbers of the public. It should
vary depending on the type of access allowed and the risk that access
represents to the security of the application and information in it.
This training will be in addition to that required for access to a
support system

c) Personnel Security. For nobst nmjor applications, managenent controls
such as individual accountability requirenments, separation of duties
enforced by access controls, or limtations on the processing privileges
of individuals, are generally nore cost-effective personnel security
control s than background screening. Such controls should be inplenmented
as both technical controls and as application rules. For exanple,
technical controls to ensure individual accountability, such as | ooking



for patterns of user behavior, are nost effective if users are aware
that there is such a technical control. |f adequate audit or access
controls (through both technical and non-technical nethods) cannot be
established, then it nmay be cost-effective to screen personnel
conmensurate with the risk and magni tude of harmthey could cause. The
change in enphasis on screening in the Appendi x shoul d not affect
background screeni ng deemed necessary because of other duties that an

i ndi vi dual may perform

d) Contingency Planning. Nornmally the Federal mi ssion supported by a
maj or application is critically dependent on the application. Mnua
processing is generally NOT a viable back-up option. Mnagers should
plan for how they will performtheir mssion and/or recover fromthe

| oss of existing application support, whether the loss is due to the
inability of the application to function or a general support system
failure. Experience has denonstrated that testing a contingency plan
significantly inproves its viability. |Indeed, untested plans or plans
not tested for a long period of tine may create a fal se sense of ability
to recover in a tinmely manner.

e) Technical Controls. Technical security controls, for exanple tests
to filter invalid entries, should be built into each application. Oten
these controls will correspond with the rules of behavior for the
application. Under the previous Appendi x, application security was
focused on the process by which sensitive, custom applications were
devel oped. While that process is not addressed in detail in this
Appendi x, it remains an effective nethod for assuring that security
controls are built into applications. Additionally, the technica
security controls defined in OVMB Bulletin No. 90-08 will continue, unti
that gui dance is replaced by NIST's security planning gui dance.

f) Information Sharing. Assure that information which is shared with
Federal organizations, State and |ocal governnents, and the private
sector is appropriately protected conparable to the protection provided
when the information is within the application. Controls on the

i nfornati on may stay the sane or vary when the infornmation is shared
with another entity. For exanple, the primary user of the information
may require a high level of availability while the secondary user does
not, and can therefore relax sone of the controls designed to nmaintain
the availability of the information. At the sanme tinme, however, the

i nfornati on shared may require a level of confidentiality that should be
extended to the secondary user. This normally requires notification and
agreement to protect the information prior to its being shared.

g) Public Access Controls. Pernmitting public access to a Federa
application is an inportant nethod of inproving informtion exchange
with the public. At the same tinme, it introduces risks to the Federa
application. To nmitigate these risks, additional controls should be in
pl ace as appropriate. These controls are in addition to controls such
as "firewalls" that are put in place for security of the general support
system

In general, it is nore difficult to apply conventional controls to
public access systens, because nany of the users of the system nmay not
be subject to individual accountability policies. |In addition, public

access systens nay be a target for mschief because of their higher
visibility and published access nethods.



Oficial records need to be protected against |oss or alteration.
Oficial records in electronic formare particularly susceptible since
they can be relatively easy to change or destroy. Therefore, official
records should be segregated frominfornati on made directly accessible
to the public. There are different ways to segregate records. Sone
agenci es and organi zations are creating dedicated information

di ssem nati on systems (such as bulletin boards or Wrld Wde Wb
servers) to support this function. These systens can be on the outside
of secure gateways which protect internal agency records from outside
access.

In order to secure applications that allow direct public access,
conventional techniques such as least privilege (limting the processing
capability as well as access to data) and integrity assurances (such as
checking for viruses, clearly |labeling the age of data, or periodically
spot checki ng data) should al so be used. Additional guidance on
securing public access systens is available from NI ST Conputer Systemns
Laboratory Bulletin "Security Issues in Public Access Systens" (May,
1993).

3) Review of Application Controls. At |east every three years, an

i ndependent review or audit of the security controls for each najor
application should be perforned. Because of the higher risk involved in
maj or applications, the review or audit should be i ndependent of the
manager responsible for the application. Such reviews should verify that
responsibility for the security of the application has been assigned, that
a viable security plan for the application is in place, and that a nanager
has authorized the processing of the application. A deficiency in any of
t hese controls should be considered a deficiency pursuant to the Federa
Manager's Financial Integrity Act and OVMB Circular No. A-123, "Managenent
Accountability and Control."

The revi ew envi sioned here is different fromthe systemtest and
certification process required in the current Appendi x. That process,
however, renmins useful for assuring that technical security features are
built into custom devel oped software applications. Wile the controls in
that process are not specifically called for in this Appendix, they remain
in Bulletin No. 90-08, and are recommended in appropriate circunstances as
techni cal controls.

4) Authorize Processing. A mmjor application should be authorized by the
managenment of ficial responsible for the function supported by the
application at |east every three years, but nore often where the risk and
magni t ude of harmis high. The intent of this requirenent is to assure
that the senior official whose mission will be adversely affected by
security weaknesses in the application periodically assesses and accepts
the risk of operating the application. The authorization should be based
on the application security plan and any review(s) perforned on the
application. It should also take into account the risks fromthe genera
support systens used by the application

4. Assignnent of Responsibilities. The Appendi x assigns governnent - w de
responsibilities to agencies that are consistent with their nissions and the
Conput er Security Act.

a. Departnent of Commerce. The Departnent of Conmerce, through NIST, is



assigned the follow ng responsibilities consistent with the Conputer
Security Act.

1) Devel op and issue security standards and gui dance.

2) Review and update, with assistance from OPM the guidelines for
security training issued in 1988 pursuant to the Conputer Security Act
to assure they are effective.

3) Replace and update the technical planning guidance in the appendix to
OWVB Bulletin 90-08 This should include guidance on effective risk-based
security absent a formal risk analysis.

4) Provide agencies wth guidance and assi stance concerning effective
controls for systens when interconnecting with other systens, including
the Internet. Such guidance on, for exanple, so-called "firewalls" is
becom ng widely available and is critical to agencies as they consider
how to interconnect their conmunications capabilities.

5) Coordi nate agency incident response activities. Coordi nation of
agency incident response activities should address both threats and

vul nerabilities as well as inprove the ability of the Federal government
for rapid and effective cooperation in response to serious security

br eaches.

6) Assess security vulnerabilities in new infornmation technol ogi es and
appri se Federal agencies of such vulnerabilities. The intent of this
new requirement is to hel p agenci es understand the security inplications
of technol ogy before they purchase and field it. |In the past, there
have been too many i nstances where agenci es have acquired and

i mpl enent ed technol ogy, then found out about vulnerabilities in the
technol ogy and had to retrofit security neasures. This activity is

i ntended to help avoid such difficulties in the future.

b. Department of Defense. The Departnent, through the National Security

Agency, shoul d provide technical advice and assistance to N ST, including
wor k products such as technical security guidelines, which N ST can draw

upon for devel opi ng standards and guidelines for protecting sensitive

i nformati on in Federal conputers.

Al so, the Departnent, through the National Security Agency, shoul d assi st
NI ST in evaluating vulnerabilities in energing technol ogies. Such

vul nerabilities may present a risk to national security information as wel
as to unclassified information.

c. Departnent of Justice. The Departnment of Justice should provide
appropriate guidance to Federal agencies on |legal renedies available to

t hem when serious security incidents occur. Such guidance should include
ways to report incidents and cooperate with | aw enforcenent.

In addition, the Departnment should pursue appropriate |legal actions on
behal f of the Federal governnent when serious security incidents occur

d. General Services Administration. The General Services Administration
shoul d provi de agenci es gui dance for addressing security considerations
when acquiring informati on technol ogy products or services. This continues
the current requirenent.



In addition, where cost-effective to do so, GSA should establish

gover nient - wi de contract vehicles for agencies to use to acquire certain
security services. Such vehicles already exist for providing system back-
up support and conducting security anal yses.

GSA shoul d al so provide appropriate security services to assist Federa
agencies to the extent that provision of such services is cost-effective.
This includes providing, in conjunction with the Department of Defense and
t he Departnent of Conmerce, appropriate services which support Federal use
of the National Information Infrastructure (e.g., use of digital signature
t echnol ogy) .

e. Ofice of Personnel Managenent. |In accordance with the Computer
Security Act, OPM should review its regul ati ons concerni ng conmputer
security training and assure that they are effective.

In addition, OPM should assist the Department of Commerce in the review and
update of its conputer security awareness and training guidelines. OPM

wor ked closely with NIST in devel oping the current guidelines and should
work with NIST in revising those guidelines.

f. Security Policy Board. The Security Policy Board is assigned
responsibility for national security policy coordination in accordance with
the appropriate Presidential directive. This includes policy for the
security of information technol ogy used to process classified information.

Circular A-130 and this Appendix do not apply to information technol ogy
that supports certain critical national security missions, as defined in 44
U S.C. 3502(9) and 10 U.S.C. 2315. Policy and procedural requirenents for
the security of national security systems (tel ecommunications and

i nformati on systems that contain classified information or that support
those critical national security missions (44 U S.C 3502(9) and 10 U. S.C
2315)) is assigned to the Departnent of Defense pursuant to Presidential
directive. The Circular clarifies that information classified for nationa
security purposes should al so be handled in accordance with appropriate
nati onal security directives. Were classified information is required to
be protected by nore stringent security requirenents, those requirenents
shoul d be followed rather than the requirenents of this Appendi x.

5. Reports. The Appendi x requires agencies to provide two reports to OVB

The first is a requirenent that agencies report security deficiencies and

mat eri al weaknesses within their FMFI A reporting nechani sns as defi ned by OVB
Circular No. A-123, "Managenent Accountability and Control," and take
corrective actions in accordance with that directive.

The second, defined by the Conputer Security Act, requires that a summary of
agency security plans be included in the infornation resources nmanagenent plan
requi red by the Paperwork Reduction Act.



Appendix IV to OMB Circular No. A-130 - Analysis of Key Sections
1. Purpose

The purpose of this Appendix is to provide a general context and expl anation
for the contents of the key Sections of the Circular

2. Background

The Paperwor k Reduction Act (PRA) of 1980, Public Law 96-511, as anended by

t he Paperwork Reduction Act of 1995, Public Law 104-13, codified at Chapter 35
of Title 44 of the United States Code, establishes a broad nandate for
agencies to performtheir information activities in an efficient, effective,
and econom cal nmanner. Section 3504 of the Act provides authority to the
Director, OVB, to devel op and inplenment uniform and consistent infornmation
resources nanagenent policies; oversee the devel opment and pronote the use of
i nformati on managenent principles, standards, and guidelines; eval uate agency
i nformati on managenent practices in order to determine their adequacy and
efficiency, and determnmi ne conpliance of such practices with the policies,
principles, standards, and gui delines pronul gated by the Director

The Circular inplements OMB authority under the PRA with respect to Section
3504(b), general information resources managenment policy, Section 3504(d),

i nfornati on dissem nation, Section 3504(f), records nanagenent, Section
3504(g), privacy and security, and Section 3504(h), information technol ogy.
The Circular also inplenents certain provisions of the Privacy Act of 1974 (5
U S.C. 552a); the Chief Financial Oficers Act (31 U S.C. 3512 et seq.);
Sections 111 and 206 of the Federal Property and Adm nistrative Services Act
of 1949, as anended (40 U.S.C. 759 and 487, respectively); the Conputer
Security Act (40 U . S.C. 759 note); the Budget and Accounting Act of 1921 (31
US. C 1et seq.); and Executive Order No. 12046 of March 27, 1978, and
Executive Order No. 12472 of April 3, 1984, Assignnent of National Security
and Emergency Tel econmuni cati ons Functions. The Circular conmplenents 5 CFR
Part 1320, Controlling Paperwork Burden on the Public, which inplenents other
Sections of the PRA dealing with controlling the reporting and recordkeepi ng
burden pl aced on the public.

In addition, the Circular revises and consolidates policy and procedures in
seven previous OVB directives and rescinds those directives, as foll ows:

A-3 - Government Publications

A-71 - Responsibilities for the Adm nistration and Managenent of Automatic
Data Processing Activities Transmttal Memorandum No. 1 to Circular No. A-71 -
Security of Federal Automated Information Systens

A-90 - Cooperating with State and Local CGovernnents to Coordi nate and | nprove
I nformati on Systens

A-108 - Responsibilities for the Maintenance of Records about |ndividuals by
Federal Agencies

A-114 - Managenent of Federal Audiovisual Activities

A-121 - Cost Accounting, Cost Recovery, and |nteragency Sharing of Data
Processing Facilities



3. Analysis

Section 6, Definitions. Access and Dissenination. The original Circular No.
A-130 di stingui shed between the terns "access to information" and

"di ssemination of information" in order to separate statutory requirenents
frompolicy considerations. The first term nmeans giving nenbers of the
public, at their request, information to which they are entitled by a | aw such
as the FOA The latter neans actively distributing information to the public
at the initiative of the agency. The distinction appeared useful at the tine
Crcular No. A 130 was witten, because it allowed OVB to focus di scussion on
Federal agencies' responsibilities for actively distributing information.
However, popul ar usage and evol vi ng technol ogy have blurred differences
between the terns "access" and "di ssenmi nati on" and readers of the Circular
were confused by the distinction. For exanple, if an agency "dissem nates"”
infornmation via an on-line conputer system one speaks of permitting users to
"access" the information, and on-line "access" becones a form of

"di ssem nation."

Thus, the revision defines only the term"dissemnation." Special
consi derati ons based on access statutes such as the Privacy Act and the FO A
are explained in context.

Government Information. The definition of "government information" includes
i nfornati on created, collected, processed, dissem nated, or disposed of both
by and for the Federal Government. This recognizes the increasingly
distributed nature of information in electronic environnents. Many agenci es,
in addition to collecting information for government use and for di ssem nation
to the public, require nmenbers of the public to maintain information or to
disclose it to the public. Sound information resources nmanagenent dictates

t hat agenci es consider the costs and benefits of a full range of alternatives
to neet governnent objectives. In sone cases, there is no need for the
government actually to collect the information itself, only to assure that it
is made publicly available. For exanple, banks insured by the FDI C nust
provi de statenents of financial condition to bank custoners on request.
Particularly when information is available in electronic form networks nake
t he physical location of infornmation increasingly irrelevant.

The inclusion of information created, collected, processed, disseninated, or
di sposed of for the Federal Governnent in the definition of "governnent

i nfornati on" does not inply that responsibility for inplenenting the
provisions of the Circular itself extends beyond the executive agencies to
other entities. Such an interpretation would be inconsistent with Section 4,
Applicability, and with existing law. For exanple, the courts have held that
requests to Federal agencies for release of infornmation under the FO A do not
al ways extend to those performng infornmation activities under grant or
contract to a Federal agency. Sinilarly, grantees nay copyright information
where the governnent may not. Thus the information responsibilities of
grantees and contractors are not identical to those of Federal agencies except
to the extent that the agencies nake themso in the underlying grants or
contracts. Simlarly, agency information resources nmanagenent
responsibilities do not extend to other entities.

Informati on Di ssemi nati on Product. This notice defines the term"infornmation
di ssem nation product” to include all information that is dissem nated by
Federal agencies. Wile the provision of access to on-line databases and
search software included on conpact disk, read-only nenory (CD-ROM are often
called information services rather than products, there is no clear



di stinction and, noreover, no real difference for policy purposes between the
two. Thus, the term"information dissem nation product” applies to both
products and services, and makes no distinction based on how the infornmation
i s delivered.

Section 8a(l). Information Managenent Planning. Parallel to new Section 7,
Basi ¢ Consi derations and Assunptions, Section 8a begins with information
resources nmanagenent planning. Planning is the process of establishing a
course of action to achieve desired results with avail abl e resources.

Pl anners transl ate organi zational mssions into specific goals and, in turn
i nto neasurabl e obj ectives.

The PRA introduced the concept of information resources nanagenent and the
principle of infornmation as an institutional resource which has both val ue and
associ ated costs. Information resources nanagenent is a tool that nanagers
use to achi eve agency objectives. [Information resources nanagenent is
successful if it enables managers to achi eve agency objectives efficiently and
ef fectively.

I nformation resources nmanagenment planning is an integral part of overal

m ssion planning. Agencies need to plan fromthe outset for the steps in the
information life cycle. When creating or collecting information, agencies
nmust plan how they will process and transmt the information, how they wil
use it, howthey will protect its integrity, what provisions they will nake
for access to it, whether and how they will dissenmnate it, how they wll
store and retrieve it, and finally, how the information will ultinmately be

di sposed of. They must also plan for the effects their actions and programns
wi |l have on the public and State and | ocal governnents.

The Role of State and Local CGovernnents. OVB nade additions at Sections 7a,
7e, and 7j, Basic Considerations and Assunptions, concerning State and | oca
governments, and also in policy statenments at Sections 8a(1)(c), (3)(f),
(5)(d)(iii), and (8)(e).

State and | ocal governnents, and tribal governnents, cooperate as major
partners with the Federal Governnent in the collection, processing, and

di ssem nation of information. For exanple, State governnents are the
principal collectors and/or producers of information in the areas of health,
wel fare, education, |abor narkets, transportation, the environnent, and
crimnal justice. The States supply the Federal Governnent with data on aid
to famlies with dependent children; nedicare; school enrollnents, staffing,
and financing; statistics on births, deaths, and infectious diseases;

popul ation related data that formthe basis for national estimates; enployment
and | abor market data; and data used for census geography. Nationa

i nfornati on resources are greatly enhanced through these najor cooperating
efforts.

Federal agencies need to be sensitive to the role of State and | oca
governnments, and tribal governnents, in managing information and i n managi ng
i nfornmati on technol ogy. When planning, designing, and carrying out

i nfornation coll ections, agencies should systematically consider what effect
their activities will have on cities, counties, and States, and take steps to
i nvol ve these governnents as appropriate. Agencies should ensure that their

i nfornmati on collections inpose the mni rum burden and do not duplicate or
conflict with local efforts or other Federal agency requirenents or nandates.
The goal is that Federal agencies routinely integrate State and | oca
governmment concerns into Federal information resources managenent practices.



This goal is consistent with standards for State and | ocal governnent review
of Federal policies and prograns.

Training. Training is particularly inportant in view of the changing nature
of information resources nanagenent. Decentralization of information
technol ogy has pl aced the managenent of automated information and infornmation
technology directly in the hands of nearly all agency personnel rather than in
the hands of a few enployees at centralized facilities. Agencies nust plan
for incorporating policies and procedures regardi ng conputer security, records
managenent, protection of privacy, and other safeguards into the training of
every enpl oyee and contractor

Section 8a(2). Information Collection. The PRA requires that the creation or
collection of information be carried out in an efficient, effective, and
econoni cal manner. \Wen Federal agencies create or collect infornmation --
just as when they perform any other program functions -- they consune scarce
resources. Such activities nust be continually evaluated for their rel evance
to agency mi ssions.

Agencies nust justify the creation or collection of information based on their
statutory functions. Policy statenent 8a(2) uses the justification standard
-- "necessary for the proper performance of the functions of the agency" --
established by the PRA (44 U S.C. 3508). Furthernore, the policy statenment

i ncludes the requirenent that the information have practical utility, as
defined in the PRA (44 U S.C. 3502(11)) and elaborated in 5 CFR Part 1320.
Practical utility includes such qualities of infornmation as accuracy,
adequacy, and reliability. 1In the case of general purpose statistics or

recor dkeepi ng, practical utility neans that actual uses can be denobnstrated (5
CFR 1320.3(1)). It should be noted that OWB's intent in placing enphasis on
reduci ng unjustified burden in collecting informati on, an enphasi s consi stent
with the Act, is not to dimnish the inportance of collecting information
whenever agencies have legitinmate programreasons for doing so. Rather, the
concern is that the burdens inposed should not exceed the benefits to be
derived fromthe information. Mreover, if the sane benefit can be obtained
by alternative neans that inpose a |esser burden, that alternative should be
adopt ed.

Section 8a(3). Electronic Information Collection. Section 71 articulates a
basi ¢ assunption of the Crcular that nodern information technol ogy can help
t he governnent provide better service to the public through inproved
managenent of governnent prograns. One potentially useful application of

i nformati on technology is in the governnent's collection of information. Wile
some information collections my not be good candi dates for electronic

techni ques, many are. Agencies with nmajor electronic information collection
prograns have found that automated information collections allowthemto neet
program objectives nore efficiently and effectively. Electronic data

i nterchange (EDI) and rel ated standards for the el ectronic exchange of
information will ease transm ssion and processing of routine business
transaction informati on such as invoices, purchase orders, price information,
bills of lading, health insurance clainms, and ot her comobn commerci al
docunents. EDI holds simlar pronise for the routine filing of regulatory

i nformati on such as tariffs, custons declarations, license applications, tax
i nformati on, and environmental reports.

Benefits to the public and agencies fromelectronic information collection
appear substantial. Electronic nmethods of collection reduce paperwork burden
reduce errors, facilitate validation, and provide increased conveni ence and



nore tinely recei pt of benefits.

The policy in Section 8a(3) encourages agencies to explore the use of
aut omat ed techni ques for collection of information, and sets forth conditions
conduci ve to the use of those techniques.

Section 8a(4). Records Managenent. Section 8a(4) begins with the fundanental
requi renent for Federal records managerment, nanely, that agencies create and
keep adequate and proper docunentation of their activities. Federal agencies
cannot carry out their mssions in a responsible and responsive manner w thout
adequat e recordkeeping. Section 7h articulates the basic considerations
concerni ng records managenent. Policy statements concerning records
managenment are al so i nterwoven throughout Section 8a, particularly in
subsections on planning (8a(1)(j)), information dissem nation (8a(6)), and

saf eguards (8a(9)).

Records support the inmedi ate needs of governnent -- adm nistrative, |egal
fiscal -- and ensure its continuity. Records are essential for protecting the
rights and interests of the public, and for nonitoring the work of public
servants. The governnent needs records to ensure accountability to the public
whi ch includes making the information available to the public.

Each stage of the information life cycle carries with it records nanagenent
responsibilities. Agencies need to record their plans, carefully docunent the
content and procedures of information collection, ensure proper docunentation
as a feature of every information system keep records of dissemination
progranms, and, finally, ensure that records of permanent value are preserved.

Preserving records for future generations is the archival mssion. Advances
in technology affect the anpbunt of information that can be created and saved,
and the ways this informati on can be nmade avail abl e. Technol ogi cal advances
can ease the task of records managenent; however, the rapid pace of change in
noder n technol ogy nakes deci si ons about the appropriate application of
technology critical to records managenent. |Increasingly the records nanager
nmust be concerned with preserving valuable electronic records in the context
of a constantly changi ng technol ogi cal environnent.

Records schedul es are essential for the appropriate maintenance and

di sposition of records. Records schedul es nust be prepared in a tinely

fashi on, inplenent the General Records Schedul es i ssued by the Nationa

Archi ves and Records Administration, be approved by the Archivist of the
United States, and be kept accurate and current. (See 44 U.S.C. 3301 et seq.)
The National Archives and Records Administration and the General Services

Admi ni stration provide gui dance and assi stance to agencies in inplenmenting
records managenent responsibilities. They al so eval uate agenci es' records
managenent prograns to determ ne the extent to which they are appropriately

i mpl enenting their records managenent responsibilities.

Sections 8a(5) and 8a(6). Information D ssenination Policy. Section 8a(5).
Every agency has a responsibility to informthe public within the context of
its mssion. This responsibility requires that agencies distribute
information at the agency's initiative, rather than nerely respondi ng when the
public requests information.

The FO A requires each agency to publish in the Federal Register current
descri ptions of agency organi zati on, where and how the public nay obtain
i nformati on, the general methods and procedural requirenments by which agency



functions are determ ned, rules of procedure, descriptions of forms and how to
obtain them substantive regulations, statenents of general policy, and
revisions to all the foregoing (5 U . S.C. 552(a)(1)). The Privacy Act also
requires publication of information concerning "systens of records” which are
records retrieved by individual identifier such as nane, Social Security
Nurmber, or fingerprint. The Governnment in the Sunshine Act requires agencies
to publish neeting announcenents (5 U.S.C. 552b (e)(1)). The PRA (44 U S.C
3507(a)(2)) and its inplenenting regulations (5 CFR Part 1320) require
agenci es to publish notices when they subnit information collection requests
for OVB approval. The public's right of access to governnent information
under these statutes is bal anced agai nst other concerns, such as an
individual's right to privacy and protection of the government's deliberative
process.

As agenci es satisfy these requirenents, they provide the public basic

i nfornmati on about governnent activities. Oher statutes direct specific
agencies to issue specific information di ssem nation products or to conduct

i nformati on di ssem nation progranms. Beyond generic and specific statutory
requi renents, agencies have responsibilities to dissemnate information as a
necessary part of performng their functions. For sone agencies the
responsibility is nade explicit and sweeping; for exanple, the Agriculture
Department is directed to "...diffuse anong people of the United States,
useful information on subjects connected with agriculture....” (7 US.C
2201) For other agencies, the responsibility nay be much nore narrow y drawn.

Information dissenmination is also a consequence of other agency activities.
Agency prograns normally include an organized effort to informthe public
about the program Mst agencies carry out progranms that create or collect
information with the explicit or inplicit intent that the information will be
made public. Disseninating information is in many cases the | ogical extension
of information creation or collection

In other cases, agencies may have information that is not neant for public

di ssem nati on but which may be the subject of requests fromthe public. Wen
t he agency establishes that there is public demand for the infornation and
that it is in the public interest to dissem nate the infornmation, the agency
may decide to dissenminate it automatically.

The policy in Section 8a(5)(d) sets forth several factors for agencies to take
into account in conducting their information dissem nation prograns. First,
agenci es nust bal ance two goals: naxim zing the useful ness of the infornmation
to the government and the public, and minimzing the cost to both. Deriving
fromthe basic purposes of the PRA (44 U S.C. 3501), the two goals are
frequently in tension because increasing useful ness usually costs nore.

Second, Section 8a(5)(d)(ii) requires agencies to conduct information

di ssem nati on prograns equitably and in a tinely manner. The word "equal" was
renoved fromthis Section since there may be instances where, for exanple, an
agency deternmines that its mssion includes disseninating information to
certain specific groups or nenbers of the public, and the agency deterni nes
that user charges will constitute a significant barrier to carrying out this
responsibility.

Section 8a(5)(d)(iii), requiring agencies to take advantage of al

di ssem nati on channel s, recognizes that information reaches the public in many
ways. Few persons nmay read a Federal Register notice describing an agency
action, but those few nmay be nmmj or secondary dissenminators of the information.
They may be affiliated with publishers of newspapers, newsletters,



peri odi cals, or books; affiliated with on-1ine database providers; or
specialists in certain information fields. Wile mllions of information
users in the public may be affected by the agency's action, only a handful my
have direct contact with the agency's own infornation dissem nation products.
As a deliberate strategy, therefore, agencies should cooperate with the
information's original creators, as well as with secondary dissemnators, in
order to further information dissemnmination goals and foster a diversity of

i nformati on sources. An adjunct responsibility to this strategy is reflected
in Section 8a(5)(d)(iv), which directs agencies to assist the public in
finding governnent information. Agencies may acconplish this, for exanple, by
speci fying and di sseninating "locator"” information, including infornmation
about content, format, uses and linmitations, |ocation, and neans of access.

Section 8a(6). Information D ssenination Managenent System This Section
requires agencies to maintain an informati on di ssem nati on managenent system
whi ch can ensure the routine performance of certain functions, including the
essential functions previously required by Circular No. A-3. Smaller agencies
need not establish elaborate formal systens, so long as the heads of the
agenci es can ensure that the functions are being perforned.

Subsection (6)(a) carries over a requirenment from OB Circular No. A-3 that
agenci es' information dissem nation products are to be, in the words of 44

U S.C. 1108, "necessary in the transaction of the public business required by
| aw of the agency." (Circular No. A-130 uses the expression "necessary for

t he proper performance of agency functions,” which OVB considers to be

equi valent to the expression in 44 U S.C. 1108.) The point is that agencies
shoul d determ ne systematically the need for each information di sseni nation
product .

Section 8a(6)(b) recognizes that to carry out effective information

di ssem nati on prograns, agencies need know edge of the marketplace in which
their information dissem nation products are placed. They need to know what
other information di ssem nation products users have available in order to
design the best agency product. As agencies are constrained by finite
budgets, when there are several alternatives fromwhich to choose, they should
not expend public resources filling needs which have al ready been net by
others in the public or private sector. Agencies have a responsibility not to
undernine the existing diversity of information sources.

At the sane tine, an agency's responsibility to informthe public nmay be

i ndependent of the availability or potential availability of a sinilar

i nformati on di ssem nation product. That is, even when another governnental or
private entity has offered an information di sseni nation product identical or
simlar to what the agency woul d produce, the agency may conclude that it
nonet hel ess has a responsibility to dissemnate its own product. Agencies
shoul d ninimze such instances of duplication but could reach such a
concl usi on because | egal considerations require an official government

i nformati on di ssem nation product.

Section 8a(6)(c) nakes the Circular consistent with current practice (See OVB
Bul l etins 88-15, 89-15, 90-09, and 91-16), by requiring agencies to establish
and maintain inventories of information dissem nation products. (These
bulletins elininated annual reporting to OVMB of title-by-title listings of
publications and the requirenent for agencies to obtain OVB approval for each
new periodical. Publications are now reviewed as necessary during the nornmal
budget review process.) Inventories help other agencies and the public
identify information which is available. This serves both to increase the



efficiency of the dissem nation function and to avoid unnecessary burdens of
duplicative information collections. A corollary, enunciated in Section
8a(6)(d), is that agencies can better serve public informtion needs by

devel oping finding aids for locating information produced by the agenci es.
Finally, Section 8a(6)(f) recognizes that there will be situations where
agenci es may have to take appropriate steps to ensure that nenbers of the
public with disabilities whomthe agency has a responsibility to informhave a
reasonabl e ability to access the information di ssem nation products.

Depository Library Program Sections 8a(6)(g) and (h) pertain to the Federa
Depository Library Program Agencies are to establish procedures to ensure
conpliance with 44 U . S.C. 1902, which requires that government publications
(defined in 44 U S.C. 1901 and repeated in Section 6 of the Circular) be nade
avai |l abl e to depository libraries through the Government Printing Ofice
(GPO) .

Depository libraries are major partners with the Federal Governnent in the

di ssem nation of information and contribute significantly to the diversity of

i nfornati on sources available to the public. They provide a mechanismfor

wi de distribution of government infornation that guarantees basic availability
to the public. Executive branch agencies support the depository library
program both as a matter of law and on its merits as a neans of informing the
public about the governnent. On the other hand, the | aw places the

adm ni stration of depository libraries with GPO  Agency responsibility for
the depository libraries is linted to supplying government publications

t hr ough GPO.

Agenci es can inprove their performance in providing governnent publications as
wel |l as electronic information dissem nation products to the depository
library program For exanple, the proliferation of "desktop publishing"
technology in recent years has afforded the opportunity for many agencies to
produce their own printed documents. Many such docunents may properly bel ong
in the depository libraries but are not sent because they are not printed at
GPO.  The policy requires agencies to establish managenent controls to ensure
that the appropriate docunments reach the GPO for inclusion in the depository
library program

At present, few agencies provide electronic information di ssem nation products
to the depository libraries. At the same tinme, a small but growi ng nunber of
i nfornati on di ssem nation products are dissemnated only in electronic fornat.

OVB believes that, as a matter of policy, electronic information

di ssem nati on products generally should be provided to the depository
libraries. Gven that production and supply of information disseni nation
products to the depository libraries is primarily the responsibility of GPQ
agenci es shoul d provide appropriate electronic information di ssem nation
products to GPO for inclusion in the depository library program

Wil e cost may be a consideration, agencies should not conclude wi thout

i nvestigation that it would be prohibitively expensive to place their
electronic information di ssenm nation products in the depository libraries.

For electronic information di ssem nation products other than on-1line services,
agenci es may have the option of having GPO produce the information

di ssem nation product for them in which case GPO woul d pay for depository
library costs. Agencies should consider this option if it would be a cost
effective alternative to the agency making its own arrangenments for production



of the infornmation dissem nation product. Using GPO s services in this nanner
is voluntary and at the agency's discretion. Agencies could also consider
negotiating other terms, such as inviting GPOto participate in agency
procurenent orders in order to distribute the necessary copies for the
depository libraries. Wth adequate advance pl anni ng, agenci es should be able
to provide electronic infornation dissem nation products to the depository
libraries at nom nal cost.

In a particular case, substantial cost may be a legitimte reason for not
providing an electronic informati on di ssem nation product to the depository
library program For exanple, for an agency with a substantial nunber of
existing titles of electronic information dissemn nation products, furnishing
copi es of each to the depository libraries could be prohibitively expensive.
In that situation, the agency should endeavor to make avail abl e those titles
with the greatest general interest, value, and utility to the public.
Substantial cost could also be an inpedinment in the case of sone on-line

i nformati on services where the costs associated with operating centralized
dat abases woul d make provision of unlinmted direct access to numerous users

prohi bitively expensive. 1In both cases, agencies should consult with the GPO
in order to identify those information dissem nation products with the
greatest public interest and utility for dissenination. 1In all cases,

however, where an agency discontinues publication of an information

di ssem nati on product in paper format in favor of electronic formats, the
agency should work with the GPO to ensure availability of the infornmation
di ssem nation product to depository libraries.

Notice to the Public. Sections 8a(6)(i) and (j) present new practices for
agenci es to observe in conmunicating with the public about infornmation

di ssem nati on. Anpbng agenci es' responsibilities for dissemnation is an
active know edge of, and regular consultation with, the users of their

i nfornati on dissem nation products. A primary reason for conmunication with
users is to gain their contribution to inproving the quality and rel evance of
government information -- howit is created, collected, and di sseni nated.
Consul tations with users might include participation at conferences and

wor kshops, careful attention to correspondence and tel ephone conmuni cati ons
(e.g., logging and analyzing inquiries), or formalized user surveys.

A key part of conmunicating with the public is providing adequate notice of
agency infornation dissem nation plans. Because agencies' information

di ssem nati on actions affect other agencies as well as the public, agencies
nmust forewarn other agencies of significant actions. The decision to
initiate, ternm nate, or substantially nmodify the content, form frequency, or
availability of significant products should also trigger appropriate advance
public notice. Were appropriate, the Governnent Printing Ofice should be
notified directly. Information di ssem nation products deened not to be
significant require no advance noti ce.

Exanpl es of significant products (or changes to them) might be those that:
(a) are required by law, e.g., a statutorily nmandated report to Congress;
(b) involve expenditure of substantial funds;

(c) by reason of the nature of the information, are matters of continuing
public interest; e.g., a key economni c indicator

(d) by reason of the tine value of the information, command public interest;



e.g., nmonthly crop reports on the day of their rel ease;

(e)will be dissemnated in a new format or medium e.g., dissem nating a
printed product in electronic medium or dissem nating a nachi ne-readabl e data
file via on-1ine access.

Where nenmbers of the public mght consider a proposed new agency product
unnecessary or duplicative, the agency should solicit and eval uate public
comments. \Where users of an agency infornmation dissem nation product may be
seriously affected by the introduction of a change in nmediumor format, the
agency should notify users and consider their views before instituting the
change. \Were nenbers of the public consider an existing agency product

i mportant and necessary, the agency should consider these views before
deciding to term nate the product. 1In all cases, however, deternination of
what is a significant information di ssem nation product and what constitutes
adequate notice are matters of agency judgment.

Achi eving Conpliance with the Crcular's Requirements. Section 8a(6) (k)
requires that the agency information di ssem nati on managenent system ensure
that, to the extent existing information di ssem nation policies or practices
are inconsistent with the requirenents of this Crcular, an orderly transition
to conpliance with the requirenments of this Circular is made. For exanple,
some agency information di ssem nation products may be priced at a | evel which
exceeds the cost of dissenmination, or the agency nay be engaged in practices
which are otherwi se unduly restrictive. |In these instances, agencies mnust
plan for an orderly transition to the substantive policy requirements of the
Circular. The information dissem nation nanagenent system nust be capabl e of
identifying these situations and planning for a reasonably pronpt transition
I nstances of existing agency practices which cannot i nmedi ately be brought
into conformance with the requirenents of the GCrcular are to be addressed

t hrough the wai ver procedures of Section 10(b).

Section 8a(7). Avoiding Inmproperly Restrictive Practices. Federal agencies
are often the sole suppliers of the information they hold. The agenci es have
either created or collected the information using public funds, usually in
furtherance of unique governnental functions, and no one else has it. Hence
agenci es need to take care that their behavior does not inappropriately
constrain public access to governnent information.

When agenci es use private contractors to acconplish di ssem nation, they nust
take care that they do not permt contractors to inpose restrictions that
undercut the agencies' discharge of their information di ssem nation
responsibilities. The contractual terms should assure that, with respect to

di ssem nation, the contractor behaves as though the contractor were the
agency. For exanple, an agency practice of selling, through a contractor, on-
line access to a database but refusing to sell copies of the database itself
may be inproperly restrictive because it precludes the possibility of another
firmmaki ng the same service available to the public at a lower price. If an
agency is willing to provide public access to a database, the agency shoul d be
willing to sell copies of the database itself.

By the same reasoni ng, agenci es shoul d behave in an even-handed manner in
handl i ng i nformati on di ssenination products. |[|If an agency is willing to sel

a dat abase or database services to some nenbers of the public, the agency
shoul d sell the same products under simlar terns to other nenbers of the
public, unless prohibited by statute. Wen an agency decides it has public
policy reasons for offering different terns of sale to different groups in the



public, the agency should provide a clear statenent of the policy and its
basi s.

Agenci es should not attenpt to exert control over the secondary uses of their
i nfornmati on di ssem nation products. |In particular, agencies should not
establish exclusive, restricted, or other distribution arrangenents which
interfere with timely and equitable availability of information dissemnination
products, and should not charge fees or royalties for the resale or

redi ssem nati on of government information. These principles follow fromthe
fact that the law prohibits the Federal Governnment from exercising copyright.

Agenci es should informthe public as to the limtations inherent in the

i nfornmati on di ssem nation product (e.g., possibility of errors, degree of
reliability, and validity) so that users are fully aware of the quality and
integrity of the information. |If circunstances warrant, an agency may w sh to
establish a procedure by which dissem nators of the agency's information may
at their option have the data and/or val ue-added processing checked for
accuracy and certified by the agency. Using this method, redi ssenm nators of
the data would be able to respond to the denand for integrity from purchasers
and users. This approach could be enhanced by the agency using its authority
to trademark its information dissem nation product, and requiring that

redi ssem nators who wi sh to use the trademark agree to appropriate integrity
procedures. These nethods have the possibility of pronoting diversity, user
responsi veness, and efficiency as well as integrity. However, an agency's
responsibility to protect against m suse of a governnent infornation

di ssem nati on product does not extend to restricting or regulating how the
public actually uses the information.

The Lanham Trademark Act of 1946, 15 U. S.C. 1055, 1125, 1127, provides an
efficient method to address legitinmate agency concerns regardi ng public
safety. Specifically, the Act permits a trademark owner to |license the mark,
and to denmand that the user mmintain appropriate quality controls over
products reachi ng consuners under the mark. See generally, MCarthy on
Tradenmarks, Sec. 18.13. \When a tradenark owner |icenses the trademark to
another, it nay retain the right to control the quality of goods sold under
the trademark by the licensee. Furthernore, if a licensee sells goods under
the licensed trademark in breach of the licensor's quality specifications, the
licensee may be liable for breach of contract as well as for tradenark
infringement. This technique is increasingly being used to assure the
integrity of digital information dissem nation products. For exanple, the
Census Bureau has trademarked its topologically integrated geographic encoding
and referencing data product ("TIGER/ Line"), which is used as official source
data for legislative districting and other sensitive applications.

Whenever a need for special quality control procedures is identified, agencies
shoul d adopt the | east burdensome nethods and ensure that the methods chosen
do not establish an exclusive, restricted, or other distribution arrangenent
that interferes with tinely and equitable availability of public information
to the public. Agencies should not attenpt to condition the resale or

redi ssem nation of its information dissenination products by nenbers of the
publi c.

User charges. Title 5 of the Independent O fices Appropriations Act of 1952
(31 U.S.C. 9701) establishes Federal policy regarding fees assessed for

government services, and for sale or use of government property or resources.
OMB Circul ar No. A-25, User Charges, inplenments the statute. It provides for



charges for government goods and services that convey special benefits to
reci pi ents beyond those accruing to the general public. It also establishes

t hat user charges should be set at a level sufficient to recover the full cost
of providing the service, resource, or property. Since Crcular No. A-25 s
silent as to the extent of its application to governnent information

di ssem nati on products, full cost recovery for information di ssem nation
products mght be interpreted to include the cost of collecting and processing
i nformati on rather than just the cost of dissemination. The policy in Section
8a(7)(c) clarifies the policy of Circular No. A-25 as it applies to

i nformati on di ssem nation products. This policy was codi fied by the Paperwork
Reduction Act of 1995 at 35 U.S.C. Section 3506(d)(4)(D).

Statutes such as FO A and the Governnent in the Sunshine Act establish a broad
and general obligation on the part of Federal agencies to make gover nnent

i nfornati on available to the public and to avoid erecting barriers that inpede
public access. User charges higher than the cost of dissem nation may be a
barrier to public access. The econonic benefit to society is nmaxinm zed when
government information is publicly dissem nated at the cost of dissem nation
Absent statutory requirenents to the contrary, the general standard for user
charges for governnment infornmation dissem nation products should be to recover
no nore than the cost of dissemnation. |t should be noted in this connection
that the government has already incurred the costs of creating and processing
the information for governmental purposes in order to carry out its m ssion

Underpinning this standard is the FO A fee structure which establishes limts
on what agenci es can charge for access to Federal records. That Act permts
agencies to charge only the direct reasonable cost of search, reproduction
and, in certain cases, review of requested records. |In the case of FOA
requests for infornmation dissem nation products, charges would be limted to
reasonabl e direct reproduction costs alone. No search would be needed to find
t he product, thus no search fees would be charged. Neither would the record
need to be reviewed to deternmine if it could be withheld under one of the
Act's exenptions since the agency has already decided to release it. Thus,
FO A provides an infornmation "safety net" for the public.

Wil e OVB does not intend to prescribe procedures for pricing governnent

i nformati on di ssem nation products, the cost of dissenination my generally be
t hought of as the sumof all costs specifically associated with preparing a
product for dissem nation and actually disseninating it to the public. When
an agency prepares an information product for its own internal use, costs
associ ated with such production would not generally be recoverabl e as user
charges on subsequent dissem nation. Wen the agency prepares the product for
public dissem nation, and disseninates it, costs associated with preparation
and actual dissem nation would be recoverabl e as user charges.

In the case of governnent databases which are made available to the public on-
line, the costs associated with initial database devel opment, including the
costs of the necessary hardware and software, would not be included in the
cost of dissemination. Once a decision is nmade to dissem nate the data,
additional costs logically associated with di ssem nation can be included in
the user fee. These may include costs associated with nodification of the

dat abase to nake it suitable for dissem nation, any hardware or software
enhancenents necessary for dissemnation, and costs associated with providing
custoner service or telecommunications capacity.

In the case of information dissem nated via cd-rom the costs associated with
initial database devel opment would |ikewi se not be included in the cost of



di ssem nati on. However, a portion of the costs associated with fornatting the
data for cd-rom dissemnmination and the costs of mastering the cd-rom could
logically be included as part of the dissem nation cost, as would the cost
associated with licensing appropriate search software.

Determ ning the appropriate user fee is the responsibility of each agency, and
i nvol ves the exercise of judgnment and reliance on reasonabl e estimates.
Agenci es should be able to explain how they arrive at user fees which
represent average prices and which, given the likely demand for the product,
can be expected to recover the costs associated with dissemnination

When agenci es provide customtailored informati on services to specific

i ndi vidual s or groups, full cost recovery, including the cost of collection
and processing, is appropriate. For exanple, if an agency prepares special
tabul ations or simlar services fromits databases in answer to a specific
request fromthe public, all costs associated with fulfilling the request
woul d be charged, and the requester should be so informed before work is
begun.

In a few cases, agencies engaging in information collection activities augnment
the information collection at the request of, and with funds provided by,
private sector groups. Since the 1920's, the Bureau of the Census has carried
out, on request, surveys of certain industries at greater frequency or at a
greater level of detail than Federal funding would pernit, because gathering
the additional information is consistent with Federal purposes and industry
groups have paid the additional information collection and processing costs.
VWhile the results of these surveys are dissenminated to the public at the cost
of dissem nation, the existence and availability of the additional government
data are special benefits to certain recipients beyond those accruing to the
public. It is appropriate that those recipients should bear the full costs of
i nfornmati on collection and processing, in addition to the normal costs of

di ssem nati on.

Agenci es nust bal ance the requirenment to establish user charges and the |evel
of fees charged agai nst other policies, specifically, the proper performance
of agency functions and the need to ensure that information di ssem nation
products reach the public for whomthey are intended. |If an agency m ssion

i ncl udes dissenminating information to certain specific groups or nenbers of
the public and the agency determ nes that user charges will constitute a
significant barrier to carrying out this responsibility, the agency may have
grounds for reducing or elimnating its user charges for the information

di ssem nati on product, or for exenpting some recipients fromthe charge. Such
reductions or elimnations should be the subject of agency determ nations on a
case by case basis and justified in terns of agency policies.

Section 8a(8). Electronic Information D ssem nation. Advances in infornmation
t echnol ogy have changed governnent infornmation dissemnation. Agencies now
have avail abl e new nmedia and formats for di ssem nation, including CD ROM

el ectronic bulletin boards, and public networks. The grow ng public
acceptance of electronic data interchange (EDI) and simlar standards enhances
their attractiveness as nethods for governnent information dissem nation. For
exanpl e, experinments with the use of electronic bulletin boards to advertise
Federal contracting opportunities and to receive vendor quotes have achieved
wi der di ssenmination of information about business opportunities with the
Federal Government than has been the case with traditional notices and
advertisenents. Inproved information dissem nation has increased the nunber
of firms expressing interest in participating in the governnent narket and



decreased prices to the governnent due to expanded conpetition. |In addition

t he devel opnent of public electronic information networks, such as the
Internet, provides an additional way for agencies to increase the diversity of
i nfornati on sources available to the public. Energing applications such as
Wde Area Information Servers and the Worl d-wi de Wb (using the N SO Z39. 50
standard) will be used increasingly to facilitate dissenination of governnment
i nformati on such as environnmental data, international trade information, and
economi c statistics in a networked environment.

A basic purpose of the PRAis to "provide for the dissem nation of public
information on a tinely basis, on equitable terns, and in a manner that
promotes the utility of the information to the public and nmakes effective use
of information technology." (44 U S.C. 3501(7)) Agencies can frequently
enhance the value, practical utility, and timeliness of governnent infornation
as a national resource by dissem nating information in electronic nedia.

El ectronic collection and dissem nation nay substantially increase the

useful ness of governnent information dissenination products for three reasons.
First, information disseninated electronically is likely to be nore tinely and
accurate because it does not require data re-entry. Second, electronic
records often contain nore conplete and current information because, unlike
paper, it is relatively easy to nmake frequent changes. Finally, because
electronic information is nore easily nani pul ated by the user and can be
tailored to a wide variety of needs, electronic information dissemi nation
products are nore useful to the recipients.

As stated at Section 8a(l)(h), agencies should use voluntary standards and
Federal Information Processing Standards to the extent appropriate in order to
ensure the nost cost effective and wi despread di ssem nation of information in
el ectronic formats.

Agenci es can frequently nmake governnent information nore accessible to the
public and enhance the utility of government information as a nationa

resource by dissemnating information in electronic nedia. Agencies generally
do not utilize data in raw form but edit, refine, and organize the data in
order to nake it nore accessible and useful for their own purposes.
Information is made nore accessible to users by aggregating data into | ogica
groupi ngs, tagging data with descriptive and other identifiers, and devel opi ng
i ndexing and retrieval systens to facilitate access to particular data within
a larger file. As a general matter, and subject to budgetary, security or

| egal constraints, agencies should make avail abl e such features devel oped for

i nternal agency use as part of their information di ssem nation products.

There will al so be situations where the agency determines that its mssion
will be furthered by providing enhancenents beyond those needed for its own
use, particularly those that will inprove the public availability of

governnment information over the long term In these instances, the agency
shoul d eval uate the expected useful ness of the enhanced information in |ight
of its mission, and where appropriate construct partnerships with the private
sector to add these elenments of value. This approach may be particularly
appropriate as part of a strategy to utilize new technol ogy enhancenents, such
as graphic inages, as part of a particular dissem nation program

Section 8a(9). Information Safeguards. The basic prenise of this Section is
t hat agenci es should provide an appropriate |level of protection to government
i nfornmation, given an assessnent of the risks associated with its nmintenance
and use. Ampong the factors to be considered include neeting the specific

requi renents of the Privacy Act of 1974 and the Conputer Security Act of 1987.



In particular, agencies are to ensure that they neet the requirenments of the
Privacy Act regarding information retrievable by individual identifier. Such
information is to be collected, nmintained, and protected so as to preclude
intrusion into the privacy of individuals and the unwarranted discl osure of
personal information. |Individuals rmust be accorded access and anmendnent
rights to records, as provided in the Privacy Act. To the extent that
agenci es share infornmation which they have a continuing obligation to protect,
agenci es should see that appropriate safeguards are instituted. Appendix I
prescri bes agency procedures for the maintenance of records about individuals,
reporting requirements to OMB and Congress, and other special requirenments of
speci fic agencies, in accordance with the Privacy Act.

This Section also incorporates the requirenent of the Conputer Security Act of
1987 that agencies plan to secure their systens comrensurate with the risk and
magni t ude of loss or harmthat could result fromthe | oss, m suse, or

unaut hori zed access to information contained in those systems. |t includes
assuring the integrity, availability, and appropriate confidentiality of
information. It also involves protection against the harmthat could occur to
i ndividuals or entities outside of the Federal Government as well as the harm
to the Federal CGovernment. Appendix Il prescribes a mninumset of controls
to be included in Federal automated information resources security programnms
and assigns Federal agency responsibilities for the security of autonated

i nformation resources. The Section also includes lints on collection and
sharing of information and procedures to assure the integrity of information
as well as requirements to adequately secure the information.

Incorporation of Circular No. A-114. OWB Circular No. A-114, Managenent of
Federal Audiovisual Activities, last revised on March 20, 1985, prescribed
policies and procedures to i nprove Federal audi ovisual managenent. Although
OMB has rescinded Crcular No. A-114, its essential policies and procedures
continue. This revision provides information resources managenent poli cies
and principles independent of nedium including paper, electronic, or

audi ovisual. By including the term "audiovisual" in the definition of
"information," audi ovisual materials are incorporated into all policies of
this Crcular.

The requirenent in Circular No. A-114 that the head of each agency designate
an office with responsibility for the nanagenent oversi ght of an agency's

audi ovi sual productions and that an appropriate programfor the nanagenent of
audi ovi sual productions in conformance with 36 CFR 1232.4 is incorporated into
this Circular at Section 9a(10). The requirenent that audi ovisual activities
be obtai ned consistent with OMB Circular No. A-76 is covered by Sections
8a(1l)(d), 8a(5)(d)(i) and 8a(6)(b).

The National Archives and Records Administration will continue to prescribe
t he records managenent and archiving practices of agencies with respect to
audi ovi sual productions at 36 CFR 1232.4, "Audiovisual Records Managenent."



Section 8b. Information Systens and I nfornati on Technol ogy Managenent

Section 8b(1). Evaluation and Performance Measurement. OVB encourages
agenci es to stress several types of evaluation in their oversight of
infornmati on systenms. As a first step, agencies must assess the continuing
need for the nmission function. If the agency determ nes there is a continuing
need for a function, agencies should reeval uate existing work processes prior
to creating new or updating existing information systems. Wthout this

anal ysis, agencies tend to devel op information systens that inprove the
efficiency of traditional paper-based processes which nay be no | onger needed.
The application of information technol ogy presents an opportunity to
reeval uat e exi sting organi zati onal structures, work processes, and ways of
interacting with the public to see whether they still efficiently and

ef fectively support the agency's m ssion

Benefit-cost anal yses provide vital managenent information on the nost
efficient allocation of human, financial, and information resources to support
agency nissions. Agencies should conduct a benefit-cost analysis for each

i nfornati on systemto support managenent decision nmaking to ensure: (a)

al i gnment of the planned information systemw th the agency's m ssion needs;
(b) acceptability of information systeminplenentation to users inside the
Government; (c) accessibility to clientele outside the Governnent; and (d)
realization of projected benefits. Wen preparing benefit-cost analyses to
support investnents in information technol ogy, agencies should seek to
quantify the inprovenents in agency performance results through the

neasur enent of program out puts.

The requirenent to conduct a benefit-cost anal ysis need not becone a
burdensome activity for agencies. The level of detail necessary for such

anal yses varies greatly and depends on the nature of the proposed investnent.
Proposed i nvestrments in "major information systens" as defined in this
Circular require detailed and rigorous analysis. This analysis should not
nmerely serve as budget justification material, but should be part of the
ongoi ng nmanagenent oversi ght process to ensure prudent allocation of scarce
resources. Proposed investnents for informati on systens that are not
considered "najor informati on systens" should be anal yzed and docunented nore
informal l'y.

While it is not necessary to create a new benefit-cost analysis at each stage
of the infornmation systemlife cycle, it is useful to refresh these anal yses
with up-to-date infornmation to ensure the continued viability of an

i nformati on systemprior to and during inplenentation. Reasons for updating a
benefit-cost analysis may include such factors as significant changes in

proj ected costs and benefits, significant changes in information technol ogy
capabilities, major changes in requirenents (including |legislative or

regul atory changes), or enpirical data based on performance neasurenent gai ned
t hrough prototype results or pilot experience.

Agenci es should also weigh the relative benefits of proposed investnents in

i nfornmati on technol ogy across the agency. G ven the fiscal constraints facing
t he Federal government in the upcom ng years, agencies should fund a portfolio
of investnents across the agency that naxinmizes return on investnent for the
agency as a whole. Agencies should al so enphasi ze those proposed investnents
that show the greatest probability (i.e., display the | owest financial and
operational risk) of achieving anticipated benefits for the organi zation. OB
and GAO are creating a publication that will provide agencies with reference
materials for setting up such eval uati on processes.



Agenci es shoul d conplete a retrospective evaluation of information systens
once operational to validate projected savings, changes in practices, and

ef fectiveness in serving affected publics. These post-inplenmentation reviews
may al so serve as the basis for agency-w de | earning about effective
managenment practi ces.

Section 8b(2). Strategic Information Resources Managenent (I RM Pl anning
Agenci es should link to, and to the extent possible, integrate |RM planning
with the agency strategic planning required by the Governnent Perfornance and
Results Act (P.L. 103-62). Such a linkage ensures that agencies apply

i nformati on resources to prograns that support the achi evement of agreed-upon
m ssion goals. Additionally, strategic |IRM planning by agencies nay help
avoid automati ng out-of-date, ineffective, or inefficient procedures and work
processes.

Agenci es shoul d al so devote managenent attention to operational information
resources nmanagenent planning. This operational |IRM planning should provide a
one to five year focus to agency IRMactivities and projects. Agency
operational |IRM plans should also provide a listing of the najor information
systens covered by the managenment oversi ght processes described in Section
8b(3). Agency operational planning for I RM should al so comunicate to the
public how the agency's application of information resources might affect

them For the contractor community, this includes articulating the agency's
intent to acquire infornmation technology fromthe private sector. These data
shoul d not be considered acquisition sensitive, so that they can be
distributed as widely as possible to the vendor comunity in order to pronote
conpetition. Agencies should nake these acquisition plans available to the
public through governnent-wi de information disseninati on nechani sns, including
el ectroni ¢ neans.

Operational planning should also include initiatives to reduce the burden

i ncluding information coll ection burden, an agency inposes on the public. Too
often, for exanple, agencies require personal visits to governnent offices
during office hours inconvenient to the public. Instead, agencies should plan
to use information technol ogy in ways that nake the public's dealing with the
Federal government as "user-friendly" as possible.

Each year, OB issues a bulletin requesting copies of agencies' |atest
strategic I RM pl ans and annual updates to operational plans for infornmation
and i nformation technol ogy.

Section 8b(3). Information Systems Managenent Oversight. Agencies should
consi der what constitutes a "mmjor information systen for purposes of this
Circular when determ ning the appropriate |evel of nanagenent attention for an
i nformati on system The anticipated dollar size of an information systemor a
supporting acquisition is only one deterninant of the |level of nanagenent
attention an information systemrequires. Additional criteria to assess
include the maturity and stability of the technol ogy under consideration, how
wel | defined user requirenents are, the |level of stability of program and user
requi renents, and security concerns.

For instance, certain risky or "cutting-edge" information systens require

cl oser scrutiny and nore points of review and evaluation. This is
particularly true when an agency uses an evolutionary life cycle strategy that
requires a technical and financial evaluation of the project's viability at
prototype and pilot testing phases. Projects relying on comercial off-the-



shel f technol ogy and applications will generally require | ess oversight than
t hose usi ng custom desi gned software.

Wi | e each phase of an information systemlife cycle nmay have uni que
characteristics, the dividing |ine between the phases nay not al ways be
distinct. For instance, both planning and eval uati on should conti nue

t hroughout the information systemlife cycle. |In fact, during any phase, it
may be necessary to revisit the previous stages based on new information or
changes in the environnent in which the systemis being devel oped.

The policy statenents in this Circular describe an infornation systemlife
cycle. It does not, however, nake a definitive statenment that there nust be
four versus five phases of a life cycle because the life cycle varies by the
nature of the information system Only tw phases are conmon to al

i nfornati on systems - a beginning and an end. As a result, life cycle
managenent techni ques that agenci es can use nay vary dependi ng on the
conplexity and risk inherent in the project.

One el enent of this nanagenent oversight policy is the recognition of inbedded
and/ or parallel life cycles. Wthin an information systenmis life cycle there
may be other subsidiary life cycles. For instance, nobst Federal infornmation
systems projects include an acquisition of goods and services that have life
cycle characteristics. Some projects include software devel opnent conponents,
which also have life cycles. Effective managenent oversi ght of nmjor

i nfornati on systems requires a recognition of all these various life cycles
and an integrated informati on systens nanagenent oversight with the budget and
human resource nmanagenent cycles that exist in the agency.

Section 8b(2) of the Circular underscores the need for agencies to bring an
agency-w de perspective to a nunber of information resources managenent

i ssues. These issues include policy formulation, planning, nmanagenent and
techni cal frameworks for using information resources, and managenent over sight
of major information systems. Agencies should al so provide for coordinated
deci si on naking (Section 8b(3)(f)) in order to bring together the perspectives
fromacross an agency, and outside if appropriate. Such coordination nmay take
pl ace in an agency-w de nmanagenment or IRM conmittee. Interested groups
typically include functional users, managers of financial and human resources,
i nformati on resources managenent specialists, and, as appropriate, the

af fected public.

Section 8b(4). Use of Informati on Resources. Agency managenent of

i nformati on resources should be gui ded by managenment and technical franeworks
for agency-wi de information and information technol ogy needs. The technica
framework should serve as a reference for updates to existing and new

i nfornati on systems. The nanagenent franmework should assure the integration
of proposed infornmation systens projects into the technical framework in a
manner that will ensure progress towards achieving an open systemns
environnent. Agency strategic | RM planning should describe the paraneters
(e.g., technical standards) of such a technical framework. The managenent
framewor k shoul d drive operational planning and should descri be how t he agency
intends to use information and infornation technol ogy consistent with the
techni cal framework.

Agency managerent and technical franeworks for information resources should
address agency strategies to nove toward an open systens environnent. These
strategi es should consist of one or multiple profiles (an internally

consi stent set of standards), based on the current version of the NI ST' s



Application Portability Profile. These profiles should satisfy user

requi renents, acconmodate officially recognized or de facto standards, and
promote interoperability, application portability, and scalability by defining
i nterfaces, services, protocols, and data fornmats favoring the use of
nonproprietary specifications.

Agenci es should focus on how to better utilize the data they currently coll ect
fromthe public. Because agencies generally do not share information, the
public often nust respond to duplicative information collections from vari ous
agenci es or their conponents. Sharing of infornmation about individuals should
be consistent with the Privacy Act of 1974, as anmended, and Appendix | of this
Circul ar.

Services provided by IPSGs to conmponents of their own agency are often
perceived to be "free" by the service recipients because their costs are
budget ed as an "overhead" charge. Service recipients typically do not pay for
| PSO servi ces based on actual usage. Since the services are perceived to be
free, there is very little incentive for either the service recipients or the
| PSO managers to be watchful for opportunities to inprove productivity or to
reduce costs. Agencies are encouraged to institute chargeback mechani sns for
| PSCs that provide common information processing services across a nunber of
agency conponents when the resulting econonies are expected to exceed the cost
of adm nistration.

Section 8b(5). Acquisition of Information Technol ogy. Consistent with the
requi renents of the Brooks Act and the Paperwork Reduction Act, agencies
shoul d acquire information technology to i nprove service delivery, reduce the
cost of Federal program administration, and minimze burden of dealing with

t he Federal government. Agencies may wi sh to ask potential offerors to
propose different technical solutions and approaches to fulfilling agency

m ssion requirenents. Evaluating acquisitions of information technol ogy nust
assess both the benefits and costs of applying technol ogy to neet such
requirenents.

The distinction between information systemlife cycles and acquisition life
cycles is inmportant when considering the inplications of OVB G rcul ar A-109,
Acqui sition of Major Systens, to the acquisition of information resources.
Circular A-109 presents one strategy for acquiring information technol ogy
when:

i) The agency intends to fund operational tests and denobnstrations of system
desi gn;

ii) The risk is high due to the unproven integration of custom desi gned
sof tware and/ or hardware conponents;

iii) The estimated cost savings or operational inmprovenents fromsuch a
denonstration will further inprove the return on investnent; or

iv) The agency wants to acquire a solution based on state-of-the-art, unproven
t echnol ogy.

Agenci es should conply with OVB Circular A-76, Performance of Commerci al
Activities, when considering conversion to or fromin-house or contract
per f or mance.

Agenci es shoul d ensure that acquisitions for new information technol ogy conmply



wi th GSA regul ati ons concerning informati on technol ogy accessibility for
individuals with disabilities [41 C F.R 201-20.103-7].

Section 9a(11). Orbudsman. The senior agency official designated by the head
of each agency under 44 U.S.C. 3506(a) is charged with carrying out the
responsibilities of the agency under the PRA. Agency senior information
resources nmanagenent officials are responsible for ensuring that their agency
practices are in conpliance with OMB policies. It is envisioned that the
agency senior information resources managenent official will work as an
onbudsman to investigate alleged instances of agency failure to adhere to the
policies set forth in the Circular and to recommend or take corrective action
as appropriate. Agency heads should continue to use existing nechanisns to
ensure conpliance with | aws and policies.

Section 9b. International Relationships. The infornmation policies contained
in the PRA and Circular A-130 are based on the prenise that government
information is a valuable national resource, and that the econom c benefits to
soci ety are maxi m zed when government information is available in a tinmely and
equi table manner to all. Maxim zing the benefits of governnent information to
soci ety depends, in turn, on fostering diversity anmong the entities involved
in dissemnating it. These include for-profit and not-for-profit entities,
such as information vendors and libraries, as well as State, local and triba
governments. The policies on charging the cost of dissem nation and agai nst
restrictive practices contained in the PRA and Circular A-130 are ai ned at

achi eving this goal

O her nations do not necessarily share these values. Although an increasing
nunber are enbraci ng the concept of equitable and unrestricted access to
public information -- particularly scientific, environnental, and geographic

i nfornati on of great public benefit -- other nations are treating their
infornation as a conmodity to be pcommrercializedp. Wereas the Copyright Act,
17 U.S.C. 105, has long provided that "[c]opyright protection under this title
is not available for any work of the United States Governnent," some ot her

nati ons take advantage of their domestic copyright |laws that do permit
governnment copyright and assert a nonopoly on certain categories of
information in order to maxi m ze revenues. Such arrangenents tend to preclude
other entities from devel oping markets for the informati on or otherw se

di ssem nating the information in the public interest.

Thus, Federal agencies involved in international data exchanges are sonetines
faced with problens in disseninating data stenming fromdiffering nationa
treat ment of governnent copyright. For exanple, one country nay attenpt to
condition the sharing of data with a Federal agency on an agreenent that the
agency will withhold release of the information or otherwise restrict its
availability to the public. Since the Freedomof Infornmation Act does not
provi de a categorical exenption for copyrighted information, and Federa
agenci es have neither the authority nor capability to enforce restrictions on
behal f of other nations, agencies faced with such restrictive conditions |ack
cl ear gui dance as to how to respond.

The results of the July 1995 Congress of the Wrld Meteorol ogica

Organi zati on, which sought to strike a balance of interests in this area, are
instructive. Faced with a resolution which would have essentially required
menber nations to enforce restrictions on certain categories of information
for the commercial benefit of other nations, the United States proposed a
conprom se which was ultinately accepted. The conprom se explicitly affirned
t he general principle that government neteorological information -- |ike al



other scientific, technical and environnental information -- should be shared
globally without restriction; but recognized that individual nations may in
particul ar cases apply their own donmestic copyright and sinmlar laws to
prevent what they deemto be unfair or inappropriate conpetition within their
own territories. This conpromni se | eaves open the door for further

consul tation as to whether the future of governnent information policy in a
gl obal information infrastructure should follow the popen and unrestricted
accessp nodel enbraced by the United States and a number of other nations, or
if it should foll ow the pgovernnent comercializationp nodel of others.

Accordingly, since the PRA and Circular A-130 are silent as to how agencies
shoul d respond to simlar situations, we are providing the foll ow ng
suggestions. They are intended to foster globally the open and unrestricted
i nfornati on policy enbraced by the United States and |ike minded nations,
while permtting agencies to have access to data provided by foreign
governnments with restrictive conditions.

Rel ease by a Federal agency of copyrighted information, whether under a FO A
request or otherw se, does not affect any rights the copyright hol der m ght

ot herwi se possess. Accordingly, agencies should informany concerned foreign
governnments that their copyright clainms my be enforceable under United States
l aw, but that the agency is not authorized to prosecute any such claimon
behal f of the foreign governnent.

Whenever an agency seeks to negotiate an international agreenent in which a
foreign party seeks to inpose restrictive practices on information to be
exchanged, the agency should first coordinate with the State Departnent. The
State Departnent will work with the agency to develop the least restrictive
terns consistent with United States policy, and ensure that those terns
receive full interagency clearance through the established process for
granting agencies authority to negotiate and conclude internationa
agreenents.

Final ly, whenever an agency is attendi ng neetings of international or

nmul til ateral organi zations where restrictive practices are being proposed as
bi ndi ng on nenber states, the agency should coordinate with the State
Departnment, the O fice of Managenent and Budget, the O fice of Science and
Technol ogy Policy, or the U S. Trade Representative, as appropriate, before
expressing a position on behalf of the United States.



